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LEGEND AND ABBREVIATIONS

Legend and abbreviations

Ablbreviation Value

UGMC

NGFW

HSC

SuU

MR

MD

UG MD

LogAn MD

SW

CPU

UserGate Management Center
UserGate Next-Generation Firewall
Hardware and Software System
Security Update Licensing Module
Managed realm

Managed Device

UserGate NGFW Managed Device
UserGate Log Analyzer Managed Device
Installed software

Central Processor Unit

INTRODUCTION

Description
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UserGate Management Center (UGMC) is a product that allows you to control a large
number of managed devices. A managed device can be a UserGate Next-Generation
Firewall, a UserGate LogAn data collection and analysis device.

UGMC provides a single point of control allowing an administrator to monitor
managed devices, apply settings, and create policies applied to device groups to



Document version 7.1.0 build 35(2024/03/04)

ensure corporate network security. UGMC helps you to manage and maintain a
distributed fleet of UserGate Next-Generation Firewalls and LogAn data collection
and analysis devices more effectively. The number of managed devices that can be
connected is limited only by the license.

UGMC is available as a hardware and software system (HSC, appliance) or as a virtual
machine image (virtual appliance) designed to be deployed in a virtual environment.

UGMC Management

Managing a UGMC includes managing services on the console itself and managing
the realms created in the console.

Managing UGMC Services

Managing UGMC services includes the following tasks:

Name Description

e Assign IP addresses
« Configure zones
o Assign DNS servers

o Create connections to LDAP servers

Configuring UGMC  Configure alerts

 Create additional UGMC administrators with the required
rights.

All these settings only affect the operation of the UGMC
service and do not affect the administration of managed
realms.

Acquire a license for the product (enter a PIN code and register
the product) and assign managed devices to each managed
realm (optional). If no limits have been defined, any realm may

Licensing use any number of managed devices as long as the total
number does not exceed the number of licensed devices.
MNMoppobHee O NMULEH3UPOBAHUKU CMOTPUTE B rNase JIULEH3MPOB
aHue UserGate Management Center.

Create the managed realms. You can create an unlimited

Creating managed realms
number of managed realms.
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Name Description

Creating root
administrators for Create root administrators for managed realms.
managed realms

Managing UGMC Realms

Realms are managed by realm administrators. This includes the following tasks:

Name Description

When a managed realm is added, a root administrator is
Create additional realm created for it. The administrator has the full rights to manage
administrators the realm. The root realm administrator can create additional

administrators and assign them all their appropriate rights.

Configure authentication Create connections to LDAP servers to allow LDAP users to act
servers as realm administrators.
Create device templates Create and configure device templates.

Create template groups that contain previously created

Create template groups
P group templates.

Add managed devices to UGMC and assign them to template

Add managed devices
groups.

Role-Based Management

During the initial UGMC configuration, creating at least one managed realm will
create the following administrators:

» UGMC Administrator. Usually, this is the user with the login name Admin. To log
in to the console, they must specify the name as Admin/system, where
"system" means they are logged in to manage UGMC services and not the
managed realm.

» The root administrator of the realm. This user can have any login name, e.g.,
Admin. To log in to the console, they must enter their name as Admin/
realm_code, where realm_code is the code of the managed realm.

UGMC Administrators can create additional UGMC administrators and give them
special rights (administrator profiles) to manage UGMC services. [Mpu aTOM
agMuHucTpaTopbl UGMC orpaHmnyeHbl TONbKO BO3MOXHOCTbBIO YpaBieHus
cepsucamm UGMC (cMoTpuTe rnaBy HacTtporka UserGate Management Center), He
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nMesa LocTyna K ynpasneHuto obnactamu. Example of UGMC administrators’ access
rights:

Administrator Administrator Profile Access level

Full. The administrator and
their profile are created when
the UGMC services are
initialized.

Admin/system Root profile

View-only access to all UGMC
AdminRO/system ReadOnly services without the ability to
modify them.

Create managed realms and
their administrators as well as

AdminRealm/system RO+realms view any other UGMC settings
without the right to modify
them.

Only allowed to view the Dash

AdminDash/system Dashboard board section.

Root realm administrators can create additional administrators in their realm and
assign them special rights (administrator profiles). ADMUHUCTpPaTOpPbI 06NacTH
OrpaHuyeHbl TOJIbKO BO3MOXHOCTbIO YMPaBeHWss CBOeM 061acTbio (CMOTpUTE rnaBy
Ynpasnsemble 061acTu), He MMest OCTyNa K YNpaBieHuo 4pyruMm ob6nacTsaMm unm
cepsurcamm UGMC. The root realm administrator can only be local and cannot be
bound to an LDAP directory. Additional administrators created by the root realm
administrator can be either local or bound to an LDAP directory. Examples of access
rights for realm administrators:

Administrator Administrator Profile Access level

Full. Administrators and their
Admin/realm_code Root profile profiles are created by the
UGMC administrator.

View-only access to all realm

AdminRO/realm_code ReadOnly settings; no modification
rights.

Create and modify all realm
templates.

AdminTemplates/ Templates
realm_code

Only modify the General
template.

AdminTemplateGeneral/

TemplateGeneral
realm_code
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Administrator Administrator Profile Access level

Only modify network settings
in the General template.

AdminTemplateGeneralNET

/realm_code TemplateGeneralNET

Managed Realms

UGMC supports the cloud-based management model, i.e,, it allows an administrator
to independently manage devices of different enterprises using a single
management server. The access rights are defined at the managed realm level. A
UserGate managed realm is a logical object that represents a single enterprise or a
group of enterprises managed by a single administrator. Each realm has a separate
administrator who can only administer one realm assigned to them. Under no
circumstances can realm administrators access other realms. UGMC server
administrators have the rights to create managed realms and assign administrators
to them, but don't have rights to access the objects in these realms. For more
information on administrator access rights, see Administrators.

An example of UGMC with multiple managed realms:

UG Management Center

AnomuHuctpatop MC
Admin/system

000 03epreunt 00O JHTeHcuc OOOTH
O6nactb UG O6nactb ENT O6nactb GN
ApomuHucTpatop obnactu | | AgMuHucTpaTop obnactu AoMunHucTpaTop obnactu
Admin/UG Admin/ENT Admin/GN

N

To manage UserGate devices in one organization, it is sufficient to create one
managed realm.

Settings for UserGate device parameters are made within a managed realm using
templates and template groups.
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Templates and Template Groups

To configure devices within a managed realm, administrators use templates and
template groups. A template is a basic component that allows you to configure all
settings of the managed devices, e.g. an NGFW: network settings, firewall rules,
content filtering, intrusion detection system, etc.

Template groups allow multiple templates to be combined into a single configuration
that applies to a managed device. Groups simplify centralized management, allowing
you to make basic configurations for all device types using one or more templates in
the group. Additionally, to configure any UserGate device individually, you can add
separate templates with specific settings. The final settings that will apply to a device
are generated by merging all settings specified in the templates of a template group
based on their location in the group. Thus, you can define template groups based on
the firewall's geographical location (e.g., Singapore, Hong Kong, Dubai, etc.) or
business function (e.g., a realm with multiple template groups for managing sales
office, development office, production, etc.).

This example shows a realm with multiple template groups for managing a UserGate
NGFW:

O6nactb OO0 O3epreut

Ipynna wa6noHoB
Novosibirsk - LLabnoH General-NET

LLla6noH Moscow-NET |

LLla6noH Novosibirsk-NET

R ¢ pynna wa6noHoB LLla6noH General-CF |
£ -QECrTT CD HFHH MOSCOW
LLla6noH Retail-CF
LLlabnoH General-FW |
B ¢ [pynnawatnoHos LWa6noH Retail-FW
+ oo . R Retail

Two types of configurations can be sent to the device:

» Parameter settings, such as IP addresses of DNS servers.
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Policy rules, such as firewall or content filtering rules.

The type of configuration controls how the final value is determined. Policy rules are
always passed to all devices, and the final policy is a set of all the rules arranged
according to their order in the group template. The rules specified in higher
templates are placed at the top of the final list of rules on the device.

If the values in different templates of the same template group conflict, the value
from the uppermost template applies. Local settings for this parameter are ignored.

The example below shows the final value for a parameter defined in multiple
templates:

pynna wabnoHos
Retail

DNS=8.8.8.8
LLa6bnoH Retail-NET «Time server= He 3agaH
YacoBoW noAc= He 3agaH

LlabnoH General- ( DNS=4.4.4.4
NET Time server=ntp.domain.loc

PesynbTupyiowme sHayeHuA ¢

DNS=8.8.8.8
Time server=ntp.domain.loc
Yacosown noAc=UTC

JlokanbHoe 3Ha4eHue
DNS=1.1.1.1

Time server=pool.ntp.org
Yacoson noac=UTC

Templates can contain pre-rules and post-rules. These rules refer to rule locations
relative to the rules created by the local UserGate NGFW administrator. Pre-rules
always reside higher in the rule list and therefore have higher priority than locally
created rules. Post-rules always reside lower than locally created rules and therefore
have lower priority. The ability to create the two rule types allows realm
administrators to define flexible security policy settings by giving local
administrators more rights (with post-rules) or fewer (with pre-rules).

This example demonstrates a final policy when using pre-rules, post-rules, and local
rules:

10
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pynna wabnoHos
Retail

LLIa6rioH Retail-FW |«

npe-npasuno: Block Botnets

noc-npasuno: Block everything

npe-npasuno: Block tor

La6bnox General-FW (—

PesynbTupytowana nonmtmnka ¢

noc-npaswuno: Allow everything

npe-npasuno: Block Botnets
npe-npasuno: Block tor

nok. npasuno: Allow SSH énom npasuno: Allow SSH

noc-npasuno: Block everything
noc-npasuno: Allow everything

Managed Devices

A group of templates always applies to one or more UserGate devices. NGFW, LogAn
devices are endpoint managed devices in the UGMC terminology.

To ensure compatibility between different versions of UGMC and managed devices,
different versions of the synchronization protocol are used. To enable management
of NGFW and LogAn devices from UGMC, the version of the synchronization
protocol requested by managed devices must be no higher than that supported by
UGMC.

Bepcmsa UGMC NGFW version LogAn version

UGMC is compatible with 6.x.x
devices. LogAn management is not

6.X.X
UGMC is not compatible with | supported.
7.x.x devices.
UGMC is compatible with
6.x.X, 7.0.x devices. UGMC is compatible with
For NGFW versions 6.x.x, the 6.x.x, 7.0.x devices.
synchronization protocol UGMC is not compatible with
version is lower than that 71.x devices and higher.
70.x supported by UGMC. In this Because the device
case, UGMC will determine synchronization protocol
whether it is possible to version is higher than the
convert the configurationtoa | protocol version supported
lower version and, if by UGMC.

conversion is possible,

1
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LogAn version

12

71.X

transfer the configuration to
the endpoint. If conversion is
not possible (the
configuration contains
parameters that are not
available in earlier versions), a
synchronization error will be
displayed. The error will be
shown for the corresponding
device in the NGFW
Management - NGFW
Devices section of the realm
management console.

UGMC is not compatible with
NGFW 71.x and higher.
Because the device
synchronization protocol
version is higher than the
protocol version supported
by UGMC.

UGMC is compatible with
6.x.X, 7.0.x, 71.x devices.

Starting from version 71.x,
there have been changes in
the configuration of the
following components:

e Intrusion Detection and
Prevention System;

o L7 Applications;
« VPN;

e User authentication (PKI
authentication mode
added).

UGMC 71.x has limited
support for synchronizing the
settings of the above sections
when working with NGFW
versions lower than 7.1.x.

When synchronizing a
configuration of UGMC 71.x to
NGFW versions 6.1.x and 7.0.x
previously connected to the
MC version below:

« IDPS: After upgrading
the UGMC, the IDPS

UGMC is compatible with
7.0.x, 71.x devices.

There is no device
management for versions
6.X.X.
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NGFW version LogAn version

rules received from an
earlier version of the
UGMC will no longer be
editable.

VPN: after updating
UGMC, all settings in
this section received
from an earlier version
of UGMC will no longer
be editable.

All firewall rules that
specify an application/
IDPS profile will be
forcibly disabled before
synchronization (i.e,,
these rules will appear
in the UGMC console,
but will not work).

For NGFW versions 6.x.x and
7.0.x, the synchronization
protocol version is lower than
that supported by UGMC. In
this case, UGMC will
determine whether it is
possible to convert the
configuration to a lower
version and, if conversion is
possible, transfer the
configuration to the endpoint.
If conversion is not possible
(the configuration contains
parameters that are not
available in earlier versions), a
synchronization error will be
displayed. The error will be
shown for the corresponding
device in the NGFW
Management - NGFW
Devices section of the realm
management console.

13
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Support for earlier UserGate version configuration in
UGMC

Support for earlier UserGate version configuration in UGMC 7.1.0

UGMC 71.0 has limited support for NGFW versions 6.1.X and 7.0.X, specifically the
following system components will not work:

* VPN (NGFW version 7.0 will display VPN settings locked, you won't be able to
edit them. The earlier VPN configuration continues to work, but the new one
will not come down from the UGMC until NGFW is upgraded to version 7.1.0);

o IPS&L7;

» Authentication to the web console using user certificate profiles (PKl is only
supported in NGFW version 7.1);

» Authentication of users in Captive portal using user certificate profiles;
* FW rules that use an L7 or IDPS profile, are sent to NGFW 7.0.1/6.1.9 forcibly off.

 If NGFW 7.0 where IDPS rules are configured is connected to UGMC 71, the
rules will appear in NGFW console as blocked; you won't be able to edit them
because the new version of UGMC cannot work with them.

Software Updates

UserGate Software Updates

ONote

Please note that to switch from versions 6.1.X and 7.0.X to 7.1.0, you will need to export

the configuration from the current version.

Name Description

Export the configuration using standard tools in the
current version.

In the Device management section, click Settings
export --> Export and select Export all settings or Expo
rt network settings.

Create a backup of the current system state.

Step 1. Settings export.

14
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Name Description

Step 2. Install the software Install the UserGate version by performing a clean
version. installation.

Import the previously saved configuration.

In the Device management section, click Settings

Step 3. Settings import. export --> Import and specify the location of the
settings file created earlier. The settings will be applied
to the server, after which the server will reboot.

When importing the configuration to version 71.0, keep in mind the following:

1. Firewall rules that contained L7 will be forced off, they will have action = accept
set and the created L7 profile will be added. Profiles will be created based on
the rules, filters for each application group will be added to these profiles
according to the following rules:

o for the group "All"' — "Any signatures” filter,
o for category groups — filter "category = category name or number",
o for custom groups — filter including signature IDs as "“id IN (...)".

2. IPS profiles will be converted to the new format during import, new profiles will
have one filter "id IN (...)", which will include all IPS signature IDs from the old
version of the IPS profile.

3. You cannot import IPS rules. The user must reconfigure IDPS himself after the
import operation is complete using the new IPS profiles and firewall rules.

4. After importing the IPS and application signatures, you are required to run the
IPS and application signature update.

UGMC LICENSING

UGMC Licensing

UGMC is licensed by the number of active managed devices. When the maximum
allowed number is reached, the ability to add new managed devices is blocked. Only
active managed devices, i.e., those that are enabled in the Managed devices section,
count towards the maximum. When there are multiple managed realms, the

15
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administrator can allocate the required number of licensed devices to each realm.
The total number of managed devices in all realms cannot exceed the number of
licensed devices.

A UGMC license grants the right to use the product forever.

The following modules can be additionally licensed:

Name Description

The SU module grants the right to receive:

o UGMC software updates
« |PS signature updates

Security Update (SU) Modu « L7 application signature updates

le . .
» Access to compliance library updates.

The module is licensed as an annual subscription. After one
year, you will need to renew the license to continue receiving
updates.

The module includes a subscription to allow UserGate devices

Cluster Module .
to operate in cluster mode.

The module includes work with endpoints with UserGate Client
software installed, which is one of the components of the
UserGate SUMMA ecosystem. Subscription to the module
allows to:

o Centrally manage the endpoints and their access to the
network (except for compliance access control) from the
UGMC console.

» Collect the endpoint telemetry and security events.

Endpoints module

The module is perpetual and is issued according to the number
of licensed managed endpoint devices.

An add-on module to the Endpoints licensing module. The
subscription to the module includes:

» Endpoint device security (compliance) validation.

e Control of access to the network at the host level based
on the results of the check.

Network access control at
the host level module

The module is issued for 1 year. When the license expires,
access control based on the results of the security compliance
check, becomes unavailable. Firewall rules that use HIP profile
as one of the conditions stop working.

To register the product, follow these steps:

16
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Name Description

Step 1. Go to the In the console administration section, click the Dashboard icon
Dashboard. in the top right corner.

Step 2. Register the product | In the License section, click No license, enter the PIN code, and
in the License section. complete the registration form.

You can view the status of the installed license in the console administration section:
see the License widget in the Dashboard subsection.

UGMC IMPLEMENTATION PLANNING

UGMC Implementation Planning (Description)

Deploying UGMC at an enterprise requires careful planning. The better the
architectural design of your templates and template groups, the simpler and more
flexible will be the process of applying management policies to UserGate devices.
UGMC allows you to apply common policies efficiently by grouping them based on
geography, functionality, or a mix of different aspects.

When planning your architecture, consider these recommendations:

» Avoid settings conflicts when adding templates to template groups. Conflicts
always complicate the management of endpoints. This is the fundamental
principle that underlies all recommendations outlined below.

» Assign different settings groups to different templates so that, e.g., a first
template contains common managed device settings, a second contains
content filtering policies, a third firewall policies, a fourth IDPS policies, etc. By
sorting settings groups into different templates, you can prevent conflicts
between settings and simplify centralized management.

* Create device-specific settings in different templates than those where global
settings are created. For example, create a template with content filtering rules
applicable to all managed devices and another template with content filtering
rules applicable only to a specific device group. By varying the position of these
two templates in the device groups, the administrator can set the correct order
of final rules on devices. This recommendation assumes a manageable number
of conflicting settings.

17
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Bear in mind the rights of local administrators. If you intend to have local

* administrators, their rights will be restricted by settings configured outside of
UGMC templates, and any rules created by local administrators are always
placed between pre- and post-rules applied from UGMC.

Consider several typical UGMC implementation scenarios where the UGMC is used
to manage UserGate NGFWs.

One Template and One Template Group Per Managed
Device

This is the most basic UGMC deployment scenario. The advantages here are the
simplicity and transparency of settings, while the drawback is the lack of a
centralized policy application, as each of the devices needs its own policy
configured. Network connection settings can be made both via UGMC templates
and by a local administrator.

This scenario is recommended for simple implementations with a small number of
UserGate NGFWs. An example configuration is shown in the figure below.

O6nactb OO0 lO3epreut

Ipynna wabnoHoB |

LWa6bnoH UTM1

UTM1 -
pynna wabnoHoB |,
ey mm—g] < UTM2 < Wa6nox UTM2
UTm2

[pynna wa6bnoHoB

UTM3 <« LLla6noH UTM3

18
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Set of Templates with Per-Module Settings, Some
Module-Specific Settings for a Certain Managed
Device Group, Network Configured Locally

Settings are grouped into templates, each of which contains the settings for a
specific module, making it possible to avoid settings conflicts. All templates taken
together form a centrally managed policy applied to all managed devices in the
company. For managed devices that need a device-specific policy, separate
templates are added. Network interfaces are configured by local administrators.

This scenario is recommended for most enterprises. An example configuration is
shown in the figure below.

/ O6nactb 00O l03epreiT

LWa6noH General-Settings

UTM Novosibirsk

Mpynna wa6noHos < LLlabnoH General-IDPS

General

LLla6bnoH General-CF

UTM Moscow

Ipynna wa6sioHoB < LLla6noH General-FW
Retail

LLla6noH Retail-CF

+ -piorn o R
Q\A Moscow retail

In this example, the templates contain the following settings:

» General-Settings Template: the global settings (timezone, logging level, DNS
servers, etc.)

» General-IDPS Template: the global intrusion detection system policies

» General-CF Template: the global content filtering policies

19
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General-FW Template: the global firewall policies

* Retail-CF Template: the content filtering policies specific to retail units.

Set of Templates with Per-Module Settings, Some
Module-Specific Settings for a Certain UG Managed
Device Group, Network Configured via UGMC

Similar to the previous scenario, but with an additional network settings template for
each UserGate NGFW.

This is recommended for most enterprises where centralized network interface
configuration is required. An example configuration is shown in the figure below.

O6nactb OO0 l03eprenT

LLla6noH Novosibirsk-NET

pynna wabnoHoB
Novosibirsk

AL

LLla6non General-NET

UTM Novosibirsk

LLla6bnoH General-CF

LLla6noH General-FW

pynna wabnoHoB €
Moscow <

UTM Moscow L LLla6noH Moscow-NET

LLla6noH Retail-FW

lpynna wabroHOB |

Moscow Retail LLla6noH Retail-CF

1 E
TIT

UTM Moscow retail

LLlabnoH Moscow-Retail-NET

In this example, the templates contain the following settings:
» General-NET Template: the global network port settings
» General-CF Template: the global content filtering policies
» General-FW Template: the global firewall policies

* Retail-CF Template: the content filtering policies specific to retail units.

20
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Dubai-NET Template: the network port settings specific to the Dubai unit

* Singapore-NET Template: the network port settings specific to the Singapore
unit

e Singapore-Retail-NET Template: the network port settings specific to the
Singapore retail unit.

Example Device Templates

UserGate Management Center is supplied with a default Example realm that includes
NGFW templates.

0Note

The realm and templates it contains are created solely for user convenience. These

items can be used or deleted if not needed.

To log in to the Example realm, use the default realm administrator profile with the
login/password of ex_admin/Example.

The following NGFW templates exist in the realm:
» example_content_template: example settings for content filtering rules
» example_firewall_template: example settings for firewall rules

» example_settings: the general UserGate settings (timezone, Ul language, server
time settings)

» UserGate Libraries template: a set of zones and library items such as services,
time sets, bandwidth pools, response pages, URL categories, and SSL profiles.

ONote

When the UserGate Libraries template is deleted, all predefined UserGate items will also
be deleted and thus will no longer be available. It is recommended not to delete this

template and instead use it directly or a copy of it when configuring policies related to

the library items and zones defined in the template.

21
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INITIAL CONFIGURATION

Initial Configuration

UGMC is available as a hardware and software system (HSC, appliance) or as a virtual
machine image (virtual appliance) designed to be deployed in a virtual environment.

As a virtual appliance, UGMC is supplied with four Ethernet interfaces. In the form of
an HSC, UGMC can have 8 or more Ethernet ports.

HSC Deployment

When UGMC is supplied as an HSC, the software is already installed and ready for
initial configuration. MepenanTe K rnase MogkntoderHne Kk UGMC gna nanbHemem
HaCTPOMKM.

Virtual Appliance Deployment

UserGate Management Center Virtual Appliance is a quick way to deploy a VM with
pre-configured components. The VM image is supplied in the OVF format (Open
Virtualization Format) supported by vendors such as VMWare and Oracle VirtualBox.
For Microsoft Hyper-V and KVM, VM disk images are supplied.

Orote

For the correct operation of the VM, 8GB RAM and 2-core virtual CPU are recommended

as a minimum. Your hypervisor must support 64-bit operating systems.

To get started with the virtual appliance, follow these steps:

Name Description

Step 1. Download and Download the latest version of the virtual appliance from the
unpack the VM image. official website, https://www.usergate.com.

Instructions on how to import a VM image can be found on the

Step 2. Import the VM VirtualBox and VMWare websites. For Microsoft Hyper-V and
image into your KVM, you need first to create a VM, specify the downloaded
virtualization system. image as the VM disk, and then disable Integration Services in

the settings for the newly created VM.
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Name Description

Step 3. Configure the VM Increase the size of the RAM for the VM. In the VM properties,
parameters. set a minimum of 8GB RAM.

Step 4. Important! Increase | The default disk size is T00GB, which is usually not enough to
the size of the disk for the store all logs and settings. In the VM properties, set a disk size
VM. of 300GB or more. The recommended size is 500GB or more.

UserGate Management Center is supplied with four interfaces,
two of which are bound to zones:

Step 5. Configure virtual » Management: the first VM interface.

networks.
« Trusted: the second VM interface intended for the
communication with the managed UserGate NGFWs.
Start the VM. During loading, select Support Menu and then Fa
Step 6. Perform factory ctory reset. This is a critical step. UGMC uses this step to
reset. configure network adapters and increase the partition size on

the hard disk to the size specified at Step 4.

Connecting to UGMC

The portO interface is configured to receive an IP address automatically from a
DHCP server and is bound to the Management zone. The initial configuration is done
via the administrator’s web console connection via the portO interface.

If it is not possible to assign an IP address to the Management interface
automatically using DHCP, it can be set explicitly from the CLI (Command Line
Interface). For more details on using the CLI, see the chapter Command Line
Interface (CLI).

ONote

If the device has not undergone initial setup, use Admin as the login and usergate as the

password for accessing the CLI.

Other network interfaces are disabled and require further configuration.

To perform the initial configuration, follow these steps:

Name Description

Step 1. Connect to the When a DHCP Server Is Used

management interface. Connect the port0 interface to the corporate network with a
working DHCP server. Start UGMC. After booting, the UGMC
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Name Description

Step 2. Select a language.

Step 3. Set a password for
the UserGate Management
Center root administrator.

Step 4. Register the system.

Step 5. Configure zones, set
IP addresses of the network

interfaces, and connect
UserGate Management
Center to the corporate
network.

Step 6. Configure the
Internet gateway.

Step 7. Specify the system
DNS servers.

console will display the IP address to connect to for
subsequent product activation.

Static IP address

Start UGMC. Use the CLI to assign the desired IP address to the
portO interface. For more details on using the CLI, see the
chapter Command Line Interface (CLI).

Connect to the UGMC web console at the specified IP address.
The address string should look similar to this:

https://UGMC_IP_address:8010

Select the language that will be used for the rest of the initial
configuration.

Set a login name and a password to log in to the web
management interface.

Enter the PIN code to activate the product and fill in the
registration form. To activate the system, UGMC must have
Internet access. If you are unable to register the product at this
time, try it again after configuring the network interfaces at
Step 8.

In the Interfaces section, enable the desired network
interfaces, assign valid IP addresses that correspond to your
networks, and bind the interfaces to the respective zones. For
more details on network interface management, see the
chapter Network Interface Configuration. The system is
supplied with a number of predefined zones:

« Management (management network), portO interface.

e Trusted (LAN). This is assumed to be the zone through
which UGMC will connect to the managed devices and
access the Internet.

For the UGMC to work, one configured interface is sufficient.
Having separate network interfaces for UGMC device
management and UserGate managed devices management is
recommended for security but is not mandatory.

In the Gateways section, specify the IP address for the Internet
gateway on an Internet-connected network interface. Usually,
this is the Trusted zone. For more details on configuring
Internet gateways, see the Gateway Configuration chapter.

In the General settings section, specify the IP addresses of
your provider’s or corporate DNS servers.
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Name Description

Register the product using the PIN code. For a successful

Step 8. Register the registration, LogAn must have Internet access, and the previous
product, if it was not steps must be completed.
registered at Step 4. Bonee Nogpo6HO O NIULIEH3MPOBAHMM MPOAYKTa YMTalTe B

rnase JlnueHsmnposaHne UGMC.

Step 9. Create at least one In the Managed realms - Realms section, add a managed
managed realm. realm.

Step 10. Create an
administrator for the
managed realm just

In the Administrators section, create an administrator profile
and grant it rights to manage the newly created realm. Create
an administrator with this profile.

created.

Step 11. (Optional) Create In the Administrators section, create the desired profiles for
additional UGMC managing UGMC services and create UGMC administrators
administrators. with these profiles.

When the above steps are completed, UGMC is ready for use. For more detailed
configuration, see the relevant chapters of this Guide.

OFFLINE SERVER OPERATIONS

Offline Server Operations (Description)

Some server maintenance operations are carried out when the server is not running
and is offline. [lna BbINONHEHMS TakMX onepaLumi HeOO6XOAMMO BO BPEMS 3arpy3km
cepBepa BbIGpaTh pasgen MeHto Support menu 1 3aTeM OfHY U3 TPebyeMbIx
onepauumn. To access this menu, connect a monitor to a VGA (HDMI) port and a
keyboard to a USB port (if these ports exist on the device) or use a special serial
cable or a USB-Serial adapter to connect your computer to UGMC. Launch a
terminal that supports connecting via a serial port, e.g. Putty for Windows. Establish
a serial port connection using 115200 8n1 as the connection parameters.

During the boot process, the administrator can select from the following boot menu
options:

Name Description

UGOS MC
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Name Description

Boot UserGate and output diagnostic information about the
boot process to the serial port.

UGOS MC (failsafe) Boot UserGate in simplified video mode.

Enter the system utilities section and send output to tty1 (the

Support menu .
PP monitor).

This section is available after updating or creating a system

Restore previous version
backup.

The system utilities (Support menu) section offers the following actions:

Name Description

Start a file system check on the device with automatic error

Check filesystems .
correction.

Expand the data partition to use the entire allocated disk
space. This operation is usually carried out after increasing the

amount of disk space allocated by the hypervisor to the
UserGate VM. UserGate data and settings are not reset.

Expand data partition

Create a full backup of the UserGate disk on an external USB

Create backup medium. All existing data on the external medium will be
deleted.
Restore from backup Restore UserGate from an external USB drive.

Reset UserGate to its original system state. All data and settings

Factory reset ;
actory rese will be lost.

Exit Log out and reboot the device.

CONFIGURING UGMC

General settings

The General settings section is used to configure the basic UGMC settings:
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Name Description

. The timezone for your location. Used in rule schedules and for
Timezone . . .

the correct display of time and date in reports, logs, etc.
Default interface language The language to use by default in the console.

Configure the time synchronization settings.

* Use NTP servers: use the NTP servers from the provided
list for time synchronization.

e Primary NTP server: the primary time server address.
Server time settings Default value: pool.ntp.org.

» Secondary NTP server: the secondary time server
address.

« Server time: allows time setting on the server. The UTC
timezone should be used.

System DNS servers Specify valid IP addresses of DNS servers here.

Device management

The Device management section is used to configure the following UGMC settings:
e Clustering
* Diagnostics settings
e Server operations
e Backup

* Settings export and import
Clustering and High Availability

UGMC supports two types of clusters:

1. Configuration cluster. Nodes combined into a configuration cluster support
unified configuration within the cluster.

2. High Availability (HA) cluster. Up to 4 configuration cluster nodes can be
combined into a HA cluster that supports the Active-Active or Active-Passive
operation modes.
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Orote

When implementing UGMC in high availability mode, you must complete both the

configuration cluster settings and the HA cluster settings.

A number of settings are specific to each cluster node, e.g., network interface
configuration and IP addressing. The node-specific settings are listed below:

Name Description

Diagnostics settings
i _ Network interface settings
Node-specific settings .
Gateway settings

Routes

To create a configuration cluster, follow these steps:

Name Description

War 1. BbInoaHUTb
nepBOHaYvanbHyto
HaCTPOMKY Ha MEPBOM y3ne
KnacTepa.

See the Initial Configuration chapter.

B pasnene 3oHbl CO30aTb BblAENEHHYIO 30HY AN penmKaLmm
HacTpoek knactepa. Allow the following services in the zone's

LWar 2. HactpowuTb Ha .
settings:

MepBOM y3/e KnacTepa
30HY, Yepes nHTepdemcsl
KoTopoWM ByneT

BbIMONHATHCS PEenMKaLma

¢ Administrative console

e Cluster.

Knacrepa. Do not use zones whose interfaces are connected to untrusted
networks (e.g., the Internet) for replication.

Step 3. Specify the IP In the Device Management section of the Cluster configuration

address that will be used to | window, select the current cluster node and click the Edit

communicate with other button. Specify the IP address of an interface located in the

cluster nodes. zone you configured at Step 2.

B pa3snene YnpaBneHue yCTPOMCTBOM HaxaTb Ha KHoMky CreHe
Lar 4. CreHepupoBaTb CeK | pUpoBaTb CeKPETHbIM KOA. [1onyYeHHbIM KOO CKOMMPOoBaTh B

PeTHbIM KOoA, Ha MePBOM Bydep obmeHa. This master node secret is required for one-
y3re KracTtepa. time authorization of a second node before adding it to the
cluster.

A second and subsequent nodes are added to the cluster
during their initialization. If the initialization has already been
performed, reboot the device and perform a factory reset.

Step 5. Connect a second
node to the cluster.
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Name Description

War 6. HazHa4mMTb 30HbI
nHTepdencam BTOpOoro
y3na.

War 7. HactpouTb
napameTpsbl,
MHOMBUAYaANbHbIE 014
KaXoro y3na knacrepa
(onumoHanbHo).

Connect to the web console of the second cluster node and
select the installation language.

Specify the network interface that will be used to connect to
the first cluster node and assign it an IP address. Both cluster
nodes must reside in the same subnet —e.g., as is the case
when the port2 interfaces of the two nodes are assigned IP
addresses 192.168.100.5/24 and 192.168.100.6/24, respectively.
Otherwise, you need to specify the IP address of the gateway
through which the first cluster node will be accessible.

Specify the IP address of the first node configured at Step 3,
enter the master node secret, and press the Connect button. If
the IP addresses of the cluster configured at Step 2 are
assigned correctly, the second node will be added to the
cluster, and all the settings from the first cluster node will be
replicated on the second one.

B Be6-KOHCOMM BTOPOTO y3Ma KfacTepa B pasgene CeTb =
MHTepdercbl HeoOXOOMMO HazHaAYMUTb KaXKAoMY MHTepdency
KoppeKkTHyto 30Hy. The zones and their settings are obtained as
a result of data replication from the first cluster node.

Configure the gateways, routes, and other settings specific to
each cluster node.

Up to four configuration cluster nodes can be combined into a HA cluster. There can
be multiple HA clusters. NMogaepxuBatoTca 2 pexmma — AKTUB-AKTUB 1 AKTUB-

Maccus.

B pexxnme AKTuB-INaccHB ofMH M3 CEPBEPOB BbICTYMAET B ponin MacTep-y3na,
obpabaTbiBatoLLero Tpadmk, a OCTanbHble — B Ka4eCTBe pe3epBHbix. One or more
virtual IP addresses are specified for the cluster. The virtual addresses are switched
from the master node to one of the backup nodes under the following

circumstances:

» A backup server gets no confirmation that the master instance is online — for
example, if it is offline or the nodes are unavailable on the network.

* Internet connectivity checking is configured on the master instance.

* A software fault has occurred in UserGate.
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Huxxe npencTaBfiieH NpMMep CETEBOM AMarpaMMbl OTKa30yCTOMHYMBOrO KnacTepa B
pexume AkTu-MNMaccus. The network interfaces are configured as follows:

* 30Ha Trusted: IP1, IP2, IP3, IP4 1 IP cluster (Trusted).

» 3oHa Management: nHTepdeicol B 30He Management MCNonb3ytoTcs ANs
ynpasneHus yanamm UGMC.

/KnacTep UserGate Ma

UserGate MC
y3en 1 —
Active

Trusted
IP1

Trusted
P2

UserGate MC
— y3en 2
Passive

UserGate MC

Trusted | ysen 3
IP3 Passive

UserGate MC
Trrsied N ysen 4

M3 UserGate 3

Mmanagement interfaces

Passive

M3 UserGate N \ /

The cluster IP address resides on the UGMC 1 node. If the UGMC 1 node goes offline,
the cluster IP address will migrate to the next server, which becomes the master —
e.g, UGMC 2.

B pexxme AKTUB-AKTUB OfMH M3 CEPBEPOB BbICTyMaeT B ponu MacTep-y3na,
pacnpegensowero Tpaduk Ha BCe oCTasnbHble y3nbl knacTtepa. Since the cluster IP
address resides on the master node, that node responds to client ARP requests. By
consecutively serving MAC addresses of all HA cluster nodes, the master node
ensures uniform traffic distribution between all cluster nodes taking account of the
need to provide user session continuity. One or more virtual IP addresses are
specified for the cluster. The master role is assumed by one of the backup nodes
under the following circumstances:

» A backup server gets no confirmation that the master instance is online — for
example, if it is offline or the nodes are unavailable on the network.

* Internet connectivity checking is configured on the master instance.

» A software fault has occurred in UserGate.
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Huxe npencrasneH NnpuMep ceTeBoM AMarpamMmbl OTKazoyCTOMYUBOro KacTepa B
pexume AKTHMB-AKTUB. The network interfaces are configured as follows:

e 30Ha Trusted: IP1, IP2, IP3, IP4 1 IP cluster (Trusted).

» 30Ha Management: nHTepdencol B 30He Management MCNosb3ytoTCs AN
ynpasneHus yanamm UGMC.

/Knacrep UserGate MC\

UserGate MC
y3en 1 —
Master

Trusted
IP1

Trusted
IP2

UserGate MC

— y3en 2
Slave

UserGate MC
Trusted | > y3en 3
IP3 Slave

Trusted TN UserGate MC
P4 y3en 4

Slave

M3 UserGate N K /

The cluster IP address resides on the UGMC 1 node, which is the master. The traffic
is distributed between all cluster nodes. If the UGMC 1 node goes offline, the master
role and the cluster IP address will migrate to the next server, e.g., UGMC 2.

M3 UserGate 3

Mmanagement interfaces

To create a HA cluster, follow these steps:

Name Description
Step 1. Create a Create a configuration cluster as described in the previous
configuration cluster. step.

War 2. HacTpouTb 30HbI,

MHTepdEeMChl KOTOPbIX In the Zones section, you should allow the VRRP service for all
OynyT y4acTBOBaTb B zones where virtual cluster IP addresses are to be added (the T
OTKa30yCTOMYUBOM rusted zone on the above diagrams).

KnacTepe.

In the Device management - HA cluster section, click Add and

Step 3. Create a HA cluster. configure the settings for the new HA cluster.

The settings for a HA cluster are listed below:
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Name Description

Enabled
Name

Description

Mode

HA cluster multicast ID

Virtual router ID (VRID)

Nodes

Virtual IPs

Diagnostics

Enable or disable the HA cluster.
The name of the HA cluster.
A description of the HA cluster.

The HA cluster operating mode:

o Active-Active: the load is distributed between all cluster
nodes.

» Active-Passive: the load is processed by the master
node and switched to a backup instance if the master
node is offline.

Multiple HA clusters can be created in a single configuration
cluster. Session synchronization uses a specific multicast
address defined by this parameter. A unique ID must be
assigned to each group of HA clusters that requires session
synchronization support within the group.

The VRID must be unique to each VRRP cluster in the local
network. If there are no 3rd party VRRP clusters in the network,
it is recommended to keep the default setting.

Select the configuration cluster nodes to combine into an HA
cluster. Here you can also assign the master role to one of the
selected nodes.

Assign virtual IP addresses and map them to the interfaces of
the cluster nodes.

This section contains the server diagnostics settings that UGMC technical support
will need to resolve eventual problems.

Name Description

Diagnostic details

32

« Off: diagnostics logs are disabled

e Error: log only server errors

e Warning: log only errors and warnings

« Info: log only errors, warnings, and additional information

» Debug: provide as much detail as possible

It is recommended to set Diagnostic details to Error (errors
only) or Off (disabled), unless UserGate technical support
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Name Description

asked you to set different values. Any values other than Error
(errors only) or Off (disabled) will affect UGMC performance
negatively.

« Download logs: download the diagnostic logs for sending
Diagnostics logs them to UserGate support.

« Clear logs: purge logs of content.

« On/Off: enable/disable the remote assistance mode.
Remote assistance allows a UserGate support engineer
to connect securely to a UGMC server for
troubleshooting using the known values of the Remote
assistance ID and token. For a successful activation of
remote assistance, UGMC must have SSH access to the
Remote assistance UserGate remote assistance server.

« Remote assistance ID: a randomly generated value that is
unique for each remote assistance session. that is unique
for each remote assistance session.

» Remote assistance token: a randomly generated token
value. that is unique for each remote assistance session.

Server operations

In this section, you can perform the following server maintenance actions:

Name Description

o MepesarpysmnTb — nepesarpyska cepeepa UGMC.

Server operations
¢ Shutdown: shutdown the UGMC server

Here you can select the update channel for UGMC software:

« Stable: check for stable software updates and download
Updates channel them (if any)

« Beta: check for experimental updates and download
them (if any)

The UserGate company is continuously working to improve its software and
provides UGMC product updates as part of the Security Update license module
subscription (for more details on licensing, see the UGMC Licensing chapter). If there
are any updates, a notification to that effect will display in the Device management
section. As a product update can take quite a while, it is recommended to account
for the potential UGMC downtime when planning update installation.
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To install updates, follow these steps:

Name Description

Co3gatb pesepBHYyto Konmio coctosHna UGMC B pasgene Ynpa
B/IeHMe YCTPOMCTBOM - YrpaBJieHMe pe3epBHbIM
LWar 1. Co3paTb damn KonuMpoBaHMeM -> Co3paHMe pesepBHOM Konumu. This step is
[PE3ePBHOIO KOMMPOBaHMA. always recommended before applying updates because it will
allow you to restore the previous state of the device, should
any problems arise during the update process.

In the Device management section, if the New updates
LWar 2. YcTaHoBUTb available notification is present, click Install now. The system
OBHOBEHMA. will install the downloaded updates, and when the installation
completes, UGMC will reboot.

System backup management

This section allows you to manage UserGate backups, i.e. to set backup export rules,
to create a backup, and to restore a UserGate device.

To create a backup, follow these actions:

Name Description

Under Device management - System backup management,
click Create backup. The system will save the current server
settings in a file named:

backup_PRODUCT_NODE-NAME_DATE.gpg, where
PRODUCT is the product type: NGFW, LogAn, or MC;
NODE-NAMEis the UserGate node name;

DATE is the date and time when the backup was created as
YYYY-MM-DD-HH-MM. The time is in UTC time zone.

To interrupt the backup process, press the Stop button. The
backup record will be displayed in the device event log.

Step 1. Create a backup

To restore the device status, follow these steps:

Name Description

In the Device management - System backup management,
click Restore from backup and specify the path to the
previously created settings file to upload it to the server.
Restore will be suggested in the tty console when the device
reboots.

Step 1. Restore the device
state

34



Document version 7.1.0 build 35(2024/03/04)

In addition, the administrator can configure a scheduled file upload to external
servers (FTP, SSH). To create a schedule for uploading settings, follow these steps:

Name Description

Step 1. Create a backup
export rule

Step 2. Specify the remote
server parameters

Step 3. Select the upload
schedule

In the Device management - System backup management,
click Add and enter a name and description for the rule.

In the Remote server tab of the rule, specify the parameters for
the remote server:

» Server type: FTP or SSH

o Address: the server’s IP address

» Port: the server’s port

» Login name: the user account on the remote server

» Password/Repeat password: the password for the user
account

« Directory path: the path on the server where the settings
will be uploaded

If using an SSH server, you can use key authorization. To import
or generate a key, select SSH key setup and specify Generate
key or Import key.

Important! If you re-create a key, the existing SSH key will be

deleted. The public key must reside on the SSH server in the

user keys directory /fhome/user/.ssh/ in the authorized_keys
file.

When initially configuring the SSH backup export rule,
connection verification is mandatory (Check connection
button). When the connection is verified, the fingerprint is
placed in known_hosts. The files are not sent without
verification.

Important! If you change the SSH server or reinstall it, the
backup files will be unavailable, because the fingerprint has
changed. This protects you from spoofing.

In the Schedule tab of the rule, specify when the settings
should be uploaded. If specifying the time in the crontab-
format, enter it as follows:

(minutes: 0-59) (hours: 0-23) (days of the month: 1-31) (month:
1-12) (days of the week: 0-6, where O is Sunday)

Each of the first five fields can be defined using:
« An asterisk (*): denotes the entire range (from the first
number to the last).

o A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.
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Name Description

e Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

e The asterisk and dash are also used for spacing out
values in ranges. The increment is given after a slash.
Examples: "2-10/2" means "2,4,6,810" while "*/2" in the
"hours" field means "every two hours".

Exporting and importing settings

The administrator can save the current UGMC settings in a file and later restore them
on the same or another UGMC server. This is different from a backup in that
importing/exporting the settings does not preserve the current state of all system
components — only the current settings are saved.

ONote

Importing/exporting the settings does not preserve the interface state or license
information. After completing the import, you will need to configure the interfaces and

re-register UGMC using the existing PIN code.

To export the settings, follow these steps:

Name Description

B pasnene YnpaBneHuWe yCTPOMCTBOM = DKCMOPT M UMMOPT
HACTPOEK HaxaTb Ha CCbINIKy DKCNOPT M BbI6paTh DKCMNOPTUPOB
aTb BCe HAaCTPOMKM MM DKCMOPTUPOBATb CETEBbIE HACTPOMKM.
The system will save:

o TEKYLLME HACTPOMKK CepBepa NOL MMEHEM: CC_core-
mc_core@nodename_version_YYYYMMDD_HHMMSS bin

e CETEBbIE HaCTpO;IKl/I nog MMeHeM: network—cc_core—

Lar 1. DKCMOPT HAaCTPOEK. mc_core@nodename_version_YYYYMMDD_HHMMSS bin

nodename — umsa yana UserGate Management Center.
version — Bepcus UserGate Management Center.

YYYYMMDD_HHMMSS is the date and time of the settings
export in the UTC timezone.

Hanpumep, cc_core-mc_core@ediasaionedi_7.0.0.93R-1_20220
715_084853.bin unun network-cc_core-
mc_core@ediasaionedi_7.0.0.93R-1_20220715_084929.bin.

To apply the exported settings, follow these steps:
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Name Description

B pasgene YnpasneHuWe yCTPOMCTBOM = DKCMOPT M UMMOPT
HaCTPOEK HaxaTb Ha CCblIky MMNOPT 1 yKazaTb NyTb K paHee
cosgaHHoMy danny HacTpoek. The settings will be applied to
the server, after which the server will reboot.

War 1. MIMNopT HacTpoek.

Orote

To correctly import the rules that use updatable UserGate lists (applications, URL
categories, etc.), you need to have licenses for the SU and ATP modules as well as pre-

downloaded UserGate lists.

In addition, the administrator can configure a scheduled settings upload to external
servers (FTP, SSH). To create a schedule for uploading settings, follow these steps:

Name Description

War 1. Co3gaTb npaBmno B pa3nene YnpaBneHue yCTPOMCTBOM = DKCMOPT HACTPoOeK
aKcnopTa. HaxaTb KHOMKy [,o6aBMTb, ykasaTb MMS M ONMCaHWe NpaBuia

In the Remote server tab of the rule, specify the parameters for
the remote server:

» Server type: FTP or SSH
o Address: the server’s IP address

LWar 2. YkasaTb napameTpbl « Port: the server’s port

yARaneHHoro cepsepa. « Login name: the user account on the remote server

« Maponb/MoaTBEepPXXAEHUE NAPOSIA — MNaAPOsb YHETHOM
3anumcu.

« Directory path: the path on the server where the settings
will be uploaded

In the Schedule tab of the rule, specify when the settings
should be uploaded. If specifying the time in the CRONTAB
format, enter it as follows:

(minutes: 0-59) (hours: 0-23) (days of the month: 1-31) (month:
1-12) (days of the week: 0-6, where 0 is Sunday)

LWar 3. Bbi6paTb Each of the first five fields can be defined using:

pacnucaHue BbIrpy3ku. ) ) .
» An asterisk (*): denotes the entire range (from the first

number to the last).

e A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

e Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".
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Name Description

Administrators

« The asterisk and dash are also used for spacing out
values in ranges. The increment is given after a slash.
Examples: "2-10/2" means "2,4,6,8,10" while "*/2" in the
"hours" field means "every two hours".

Access to the UGMC web console is controlled by creating additional administrator
accounts, assigning them access profiles, defining an administrator password
management policy, and configuring web console access with the correct
permissions for the service in the network zone properties.

Orote

A local superuser named Admin/system is created during the initial setup of UGMC.

To create additional device administrator accounts, follow these steps:

Name Description

War 1. Co3gaTb npodunb

OOCTyna aaMMHUCTPAaTOPa.

War 2. Co3paTb y4eTHYIO
3aMMcb aAMUHUCTPaTOPa U
Ha3HaYUTb €M OOMH M3
CO3[aHHbIX paHee
npodunen
aoMUHUCTpaTopa.
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In the Administrators - Administrator profiles section, click A
dd and enter the desired settings.

In the Administrators section, click Add and select the desired
option.

o Add local administrator: create a local user, set a
password for the user, and assign them one of the access
profiles created earlier.

o Add LDAP user: add a user from an existing domain. This
requires a correctly configured LDAP connector in the Au
th servers section. When logging in to the administrative
console, the username must be specified in the
user@domain/system or domain\user/system format.
Assign this user a profile created earlier.

o Add LDAP group: add a user group from an existing
domain. This requires a correctly configured LDAP
connector in the Auth servers section. When logging in to
the administrative console, the username must be
specified in the user@domain/system or domain\user/
system format. Assign this user a profile created earlier.

o Add administrator with auth profile: create a user and
assign them an administrator profile created earlier and
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Name Description

an auth profile (this requires correctly configured auth
servers).

Important! In this section of the management console service
settings, only a local administrator can be assigned as a realm
administrator. This is because different LDAP servers can be
used for authenticating UGMC service administrators and realm
administrators. If you need to use LDAP users as realm
administrators, they need to be create in the same realm.
Bonee nogpobHo 06 agMUHKUCTPaToOpax obnacT CMOTPUTE B
pasgene AOMUHUCTPATOPLI 06ACTK.

When creating an administrator access profile, specify the following parameters:

Name Description

Name

Description

Administrator’s type

Managed realm

Permissions

Profile name.
Profile description.

To grant the rights to manage UGMC services, select the UGMC
administrator type. The Realm administrator option should be
selected when creating a root administrator for the managed
realm.

If you selected the Realm administrator option as the Administ
rator’s type, you must specify the managed realm for which the
root administrator is being created. The realm must exist at that
point.

The list of web console tree objects available for delegation.
The following access options are available:

* No access

e Read only

¢ Read and write.

A UGMC administrator can configure additional administrator account protection
settings, such as password complexity and temporary account blocking on
exceeding the max authentication failures time.

To configure the above settings, follow these steps:

Name Description

Lar 1. HacTponTb NOANTUKY
naponem.

In the Administrators - Administrators section, click
Configure.
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Name Description

Provide values for these fields:

« Strong password: enables the additional password
complexity settings presented below, such as Minimum
length, Minimum uppercase letters, Minimum lowercase

War 2. 3an0HUTb letters, Minimum digit letters, Minimum special
Heo6Xx0oaMMble Mo, characters, and Maximum characters repetition block.

* Number of invalid auth attempts: the number of failed
attempts to authenticate as an administrator after which
the account is blocked for Block time.

¢ Block time: the time for which the account is blocked.

The Administrators - Administrator sessions section displays all administrators
who are logged in to the UGMC administrative web console. Any of the administrator
sessions can be reset (closed) if necessary.

The administrator can define the zones from which access to the web console
service will be allowed (TCP port 8010).

OI'IpuMei-laHue
He pekoMeHayeTcs paspellaTb JOCTYN K Be6-KOHCONM ANs 30H, MOAKIIOYEHHbIX K

HEKOHTPOIMPYyEMbIM CETAM, HaNnpMuMep, K CeTU UHTEPHET.

To allow the web console service for a specific zone, go to the zone properties and
allow access to the Administrative console service in the Access control tab. For
more details on configuring zone access control, see the section Zone Configuration.

Certificate Management

UGMC uses the secure HTTPS protocol to manage the device To perform these
functions, UGMC employs a certificate of Web console SSL certificate type.

To create a new certificate, follow these steps:

Name Description

Step 1. Create a new

. In the Certificates section, click Create
certificate.
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Name Description

Provide values for these fields:
* Name: the name under which the certificate will be
displayed in the certificate list.
« Description: a description of the certificate.

« Country: the country where the certificate is being

issued.
« State or province name: the state or province where the
LWar 2. 3anonHuThb certificate is being issued
HeobxopuMble nons. o Locality name: the city or town where the certificate is

being issued.

« Organization name: the name of the organization to
which the certificate is being issued.

« Common name: the certificate name. To ensure
compatibility with the majority of browsers, we
recommend using only Latin characters.

e Email: your company’s email

After creating the certificate, specify its intended role in UGMC.
To do that, select the relevant certificate in the certificate list,
click Edit, and specify the Web console SSL certificate type.
After that, UGMC will restart the web console service and invite
you to connect using the new certificate.

Step 3. Specify the purpose
of the certificate.

UGMC allows you to export certificates created there and import certificates
created in other systems — e.g., a certificate issued by a CA that your organization
trusts.

To export a certificate, follow these steps:

Name Description

Step 1. Select a certificate Select the desired certificate in the certificate list.

for export.

Select the export type:
Step 2. Export the » Export certificate: export certificate data in the .der
certificate. format without exporting the certificate’s private key.

« Export CSR: export a CSR, e.g., to be signed by a CA.

oNote

It is recommended to save the certificate to be able to restore it later.
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Orote

For security purposes, UGMC does not allow the export of private keys for certificates.

To import a certificate, you need to have the certificate files (and, optionally, the
private key for the certificate). If you have those, follow the steps below:

Name Description

Step 1. Start the import

orocedure Click Import

Provide values for these fields:

» Name: the name under which the certificate will be
displayed in the certificate list.

« Description: a description of the certificate.

LWIar 2. 3anonHUTS « Certificate file: upload the certificate data file.

Heo6X0oaMMble Mo, « Private key: upload the private key file for the certificate.

« Passphrase: specify the private key passphrase (if
required).

« Certificate’s chain: a file containing the upstream CA
certificates used when creating this certificate. This field
is optional.

UGMC Auth Servers

Authentication servers (auth servers) are external sources of user accounts used for
authorization in the UGMC web console. UGMC supports the following types of
authentication servers: LDAP connector, RADIUS, and TACACS+.

LDAP Connector

An LDAP connector allows you to:

e Obtain information on users and groups from Active Directory or other LDAP
servers. FreelPA is supported with an LDAP server.

e Authorize UGMC users via Active Directory/FreelPA domains.
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To create an LDAP connector, click Add, select Add LDAP connector, and provide

the following settings:

Name Description

Enabled

Name

SSL

LDAP domain name or IP
address

Bind DN ("login")

Password

LDAP domains

Search roots

Enables or disables the use of this authentication server.
The name of the authentication server.

This specifies whether SSL is required to connect to the LDAP
server.

The IP address of the domain controller, the domain controller
FQDN or the domain FQDN (e.g., test.local). If the domain
controller FQDN is specified, UserGate will obtain the domain
controller’'s address using a DNS request. If the domain FQDN is
specified, UserGate will use a backup domain controller if the
primary one fails.

The username for connecting to the LDAP server. Must be in
the DOMAIN\username or username@domain format. This
user must be already created in the domain.

The user’s password for connecting to the domain.

The list of domains served by the specified domain controller,
e.g., in case of a domain tree or an Active Directory domain
forest. Here you can also specify the short NetBIOS domain
name.

The list of LDAP server paths relative to which the system will
search for users and groups. Specify the full name, e.g,,
ou=0Office,dc=example,dc=com.

After creating a server, you should validate the settings by clicking Check
connection. If your settings are correct, the system will report that; otherwise, it will
tell you why it cannot connect.

The LDAP connector configuration is now complete. When logging in to the console,
LDAP users should specify their usernames in the following formats:

domain\user/system or user@domain/system

RADIUS Authentication Server

You can authorize users in the UserGate web console using a RADIUS authentication
server, with the console working as a RADIUS client. When authorization is done
using a RADIUS server, UserGate sends the username and password information to
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the RADIUS server, which then responds as to whether or not the authentication was
successful.

To add a RADIUS authentication server, click Add, select Add RADIUS server, and
provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Name The name of the RADIUS authentication server.
Description An optional description of the server.

Pre-shared key used by the RADIUS protocol for

har ret L
Shared secre authentication.

Specify the server’s IP address and the UDP port on which the
Addresses RADIUS server listens for authentication requests (the default
port number is 1812).

To authorize users in UserGate’'s web interface using a RADIUS server, you need to
configure an authentication profile. Mogpo6Hee o co3gaHum U HacTpowmke npodbunen
YuTamTe B pasgene MNpodunm ayteHTndmkaumm UGMC.

TACACS+ Authentication Server

You can authorize users in the UserGate administrative console using a TACACS+
authentication server. In this case, UserGate transmits the username and password
information to the auth servers, and then the TACACS+ servers respond as to
whether the authentication was successful.

To add a TACACS+ authentication server, click Add, select Add TACACS+ server, and
provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Name The name of the TACACS+ authentication server.
Description An optional description of the server.

Pre-shared key used by the TACACS+ protocol for

ret icati
Secre authentication.

Address The IP address for the TACACS+ server.
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Name Description

The UDP port on which the TACACS+ server listens for

Port L
authentication requests.

Use a single TCP connection for communicating with the

Use single TCP connection TACACS+ server.

The authentication timeout for the TACACS+ server. The

Timeout (sec.) default is 4 seconds.

To authorize users in UserGate's web interface using a TACACS+ server, you need to
configure an authentication profile. Mogpo6bHee 0 co3pgaHuK U HacTporke Npodunen
YuTamTe B pasgene MNpodunm ayteHTrudmkaumm UGMC.

UGMC Authentication Profiles

An authentication profile can be used to define a set of methods to be used for user
authorization in the UserGate administrative console. When creating or configuring a
profile, provide these required settings:

Name Description

Name The name of the authentication profile.
Description An optional description of the profile.

The user authentication methods configured earlier, such as
Authentication methods LDAP connector, RADIUS authentication server, or TACACS+
authentication server.

Libraries of items

Emails

The Emails library item allows you to create email groups that can later be used in
notification rules.

To add a new email group, follow these steps:
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Name Description

LWar 1. Co3gaTtb rpynny In the Email groups pane, click Add and give a name to the new
MOYTOBbIX aAPECOB. group.

LWar 2. [Jo6aemTb noyToBble | Highlight the group just created, click Add in the Emails pane,
afpeca B rpynny. and add the desired email addresses.

The administrator can create custom email lists and distribute them centrally to all
computers where UserGate is installed. To create such a list, follow these steps:

Name Description

War 1. Co3paTb damn ¢
HeobXOAMMbIMM CMUCKOM Cospatb dann list.txt co cnMckoM NOYTOBbLIX afPECOB.
MOYTOBbIX aPECOB.

Step 2. Create an archive

. L MNoMecTuTb darn B apxmB zip ¢ uMeHeM list.zip.
containing this file. ¢ P P P

Create a file named version.txt and specify the list version

Step 3. Create a version file number inside it, such as 3. On each update of the list, the

for the list. : :

version number must be incremented.
Step 4. Upload the files to PasmecTuTb y cebqa Ha camte list.zip u version.txt, 4To6bl OHM
a web server. OblNM LOCTYMHbI 415 CKa4YUBaHUS.

On each UserGate server, create an email list. When creating
the list, select Updatable as the list type and enter the address
for downloading updates. UserGate will check for a new version
on your website according to the set update download
schedule. The schedule can be configured in the list properties.
The available options are:

« Disabled: update checking will not be performed for the
selected item

« Daily
War 5. Co3pgaTb Crmcok "
MOYTOBbIX AAPECOB U * Weekly
ykasaTb URL gns « Monthly

OGHOBNEHMS. « Every ... hours

e Every ... minutes

» Advanced.
With the Advanced option, a crontab-like format is used where
the date/time string consists of six space-separated fields. The

fields specify the time as follows: (minutes: 0-59) (hours: 0-23)
(days of the month: 1-31) (month: 1-12) (days of the week: 0-6,
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Name Description

Phones

where 0 is Sunday). Each of the first five fields can be defined
using:

» An asterisk (*) denotes the entire range (from the first
number to the last).

e A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

o Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

An asterisk or range spacing: used for spacing out values in
ranges. The increment is given after a slash. Examples: "2-10/2"
means "2,4,6,810" while "*/2" in the "hours" field means "every
two hours".

The Phones library items allows you to create phone groups that can later be used in

SMPP notification rules.

To add a new phone group, follow these steps:

Name Description

War 1. Co3gatb rpynny
TenedoHHbIX HOMEPOB.

LWar 2. [Jo6aBnTb HOMepa
TenedoHOB B rpynny.

In the Phone groups pane, click Add and give a name to the
new group.

Highlight the group just created, click Add in the Phones pane,
and add the desired phone numbers.

The administrator can create custom phone lists and distribute them centrally to all
computers where UserGate is installed. To create such a list, follow these steps:

Name Description

War 1. Co3paTb dann ¢
HeobXOAMMbIMM CMUCKOM
HOMepOB.

Step 2. Create an archive
containing this file.

Step 3. Create a version file
for the list.

CospaTtb dpamn list.txt co cnmckom HoMepoB.

MomMecTuTb Garn B apxmB zip ¢ MMeHeM list.zip.

Create a file named version.txt and specify the list version
number inside it, such as 3. On each update of the list, the
version number must be incremented.
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Name Description

Step 4. Upload the files to PazmecTuTb y cebq Ha camte list.zip u version.txt, 4To6bl OHM
a web server. OblNM LOCTYMHbI AN19 CKa4YUBaHUs.

On each UserGate server, create a phone list. When creating
the list, select Updatable as the list type and enter the address
for downloading updates. UserGate will check for a new version
on your website according to the set update download
schedule. The schedule can be configured in the list properties.
The available options are:

« Disabled: update checking will not be performed for the
selected item

« Daily

» Weekly

» Monthly

e Every ... hours

e Every ... minutes

War 5. Co3pgaTb CrmMcok » Advanced.
Tened@OHHbIX HOMEPOB U
ykasaTb URL ons
OBHOBNEHMUS.

With the Advanced option, a crontab-like format is used where
the date/time string consists of six space-separated fields. The
fields specify the time as follows: (minutes: 0-59) (hours: 0-23)
(days of the month: 1-31) (month: 1-12) (days of the week: 0-6,
where 0 is Sunday). Each of the first five fields can be defined
using:

« An asterisk (*) denotes the entire range (from the first
number to the last).

e A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

o Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

An asterisk or range spacing: used for spacing out values in
ranges. The increment is given after a slash. Examples: "2-10/2"
means "2,4,6,8,10" while "*/2" in the "hours" field means "every
two hours".

Notification Profiles

A notification profile defines a transport that can be used to deliver notifications to
the users. Two types of transport are supported:

» SMTP for delivering messages by email
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SMPP for message delivery by SMS via virtually any cellular provider or the
* numerous SMS distribution centres.

To create an SMTP notification profile, go to the Notification profiles section, click
Add, select Add SMTP notification profile, and fill in the relevant fields:

Name Description

Name

Description

Host

Port

Connection security

Authentication
Login name

Password

Profile name.
Profile description.

The IP address of the SMTP server that will be used for sending
emails.

The TCP port used by the SMTP server. O6bl4HO g5
npoTokofa SMTP ncnonbayetcsd nopT 25, ong SMTP ¢
mcnonb3oBaHmeM SSL — 465. Consult your email server
administrator regarding this value.

The following outgoing email security options are available:
None, STARTTLS, and SSL.

Turns on authentication for SMTP server connection.
The account name for connecting to the SMTP server.

The account password for connecting to the SMTP server.

To create an SMPP notification profile, go to the Notification profiles section, click
Add, select Add SMPP notification profile, and fill in the relevant fields:

Name Description

Name

Description

Host

Port

SSL

Login name

Profile name.
Profile description.

The IP address of the SMPP server that will be used for sending
SMS messages.

The TCP port used by the SMPP server. Usually, SMPP uses
port 2775, and SMPP with SSL uses port 3550.

Specifies whether or not SSL encryption is used.

The account name for connecting to the SMPP server.
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Name Description

Password The account password for connecting to the SMPP server.

In certain cases, the SMPP provider expects a phone number in
a specific format, such as 0123456789. To meet the provider’s

Phone translation rules requirements, you can configure the replacement of the leading
phone number digits with others. For example, you can replace
the leading +971 with O.

NETWORK CONFIGURATION

Network Configuration (Description)

This section describes UGMC network settings.

Zone Configuration

A zone in UGMC is a logical aggregation of network interfaces. UGMC security
policies use interface zones instead of interfaces themselves.

It is recommended to aggregate interfaces into a zone based on their intended use,
e.g., a LAN interface zone, Internet interface zone, management interface zone, etc.

UGMC is supplied with the following default zones:

Name Description

Used to connect trusted networks from which UGMC

Management .
management is allowed.

Used to connect the managed devices and obtain access to the

Trusted Internet.

For the UGMC to work, one configured interface is sufficient. Having separate
network interfaces for UGMC device management and UserGate MD management is
recommended for security but not mandatory.

UGMC administrators can edit the settings for the default zones and create
additional zones.
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Orote

A maximum of 255 zones can be created.

To create a zone, follow these steps:

Name Description

Step 1. Create a new zone.

Step 2. (Optional) Configure
the DoS protection settings
for the zone.

Step 3. (Optional) Configure
the access control settings
for the zone.

Click Add and provide a name for the new zone.

Configure the network flood protection settings for TCP (SYN-
flood), UDP, and ICMP protocols in the zone:

« Alert threshold: when the number of requests from a
single IP address exceeds this threshold, the event is
recorded in the system log.

 Drop threshold: when the number of requests from a
single IP address exceeds this threshold, UGMC starts
dropping the packets from that address and records the
event in the system log.

The recommended values are 300 requests per second for the
alert threshold and 600 requests per second for the drop
threshold.

DoS protection exclusions: here you can list the server IP
addresses that need to be excluded from the protection. This
can be useful, e.g,, for UserGate gateways that can send large
amounts of data to LogAn servers.

Specify the UGMC-provided services that will be available to
clients connected to this zone. It is recommended to disable all
services for zones connected to uncontrolled networks, such
as the Internet.

The following services exist:

 Ping: enables pinging of UGMC.
o SNMP: provides SNMP access to UserGate (UDP 161).

* Administrative console: provides access to the
administrative web console (TCP 8010 and 8300).

e Control XML-RPC: enables API control of the product
(TCP 4041).

¢ VRRP: required for combining several NGFWs into a HA
cluster (IP protocol 112).

o Cluster: required for combining several YNGFWs into a
cluster (TCP 4369, TCP 9000-9100).

o CLI over SSH: provides server access for management
using CLI (command line interface) (TCP port 2200).
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Name Description

« UserGate Management Center service: used for
connecting NGFWs and LogAn devices (TCP 2022, 9712).

For more on network availability requirements, see Appendix 1.
Network Environment Requirements.

IP spoofing attacks allow a malicious actor to transmit a packet
from one network, such as Trusted, to another, such as Manage
ment. To do that, the attacker substitutes the source IP address
with an assumed address of the relevant network. In this case,
responses to this packet will be sent to the internal address.

To protect against this kind of attack, the administrator can
Step 4. (Optional) Configure | specify the source IP address ranges allowed in the selected
the IP spoofing protection zone. Network packets with source IP addresses other than
settings. those specified will be discarded.

Using the Negate checkbox, the administrator can specify the
source IP addresses from which packets may not be received
on this zone's interfaces. In this case, packets with source IP
addresses within those ranges will be rejected. As an example,
you can specify "gray" IP address ranges as 10.0.0.0/8,
17216.0.0/12,192168.0.0/16 and enable the Negate option.

Network Interface Configuration

The Interfaces section displays all physical and virtual network interfaces existing in
the system and allows you to modify their settings as well as add VLAN and bond
interfaces.

Using the Edit button, you can modify the settings for a network interface:
 Enable or disable the interface
 Specify the interface type as Layer 3.
» Assign a zone to the interface

» Modify the physical parameters of the interface, such as the MAC address and
MTU size.

* Select the IP address assignment type: no address, a static IP address, or a
dynamic IP address obtained using DHCP.

Using the Add button, you can add the following logical interface types:

* VLAN
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Bonding Network Interfaces

Using the Add bond button, the administrator can bond several physical network
interfaces into a single aggregated logical interface to increase the bandwidth or
provide high availability. To create a bond, provide the following settings:

Name Description

Enabled
Name

Zone

Interfaces

Aggregation mode

Enables the bond.
The bond name.
The zone to which the bond belongs.

One or more network interfaces that will be used to create the
bond.

The aggregation mode must match the operating mode for the
device to which the bond is connected. The options are:

» Round robin. Packets are sent consecutively, starting
from the first available slave and continuing to the last
one. This policy is used to provide load balancing and
high availability.

Active backup. Only one network interface in the bond
will be active. Another slave interface can become active
only if the currently active interface fails. With this policy,
the MAC address of the bond interface is only visible
externally through one network port to avoid problems
with the switch. This policy is used for high availability.

XOR. Transmission is distributed between the slave
interfaces using the formula: [( XOR ) MOD ]. This means
that the same NIC sends packets to the same recipients.
Optionally, the transmission allocation can also be based
on the xmit_hash policy. The XOR policy is used to
provide load balancing and high availability.

Broadcast. Transmits everything on all network
interfaces. This policy is used for high availability.

IEEE 802.3ad. The default mode, supported by most
network switches. Creates aggregated groups of NICs
with identical speed and duplex settings. When
combined like this, all links in the active aggregation
participate in transmission as per IEEE 802.3ad. The
choice of interface for packet transmission is determined
by the policy. By default, the XOR policy is used, with the
xmit_hash policy as a possible alternative.
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Name Description

« Adaptive transmit load balancing. The outgoing traffic is
distributed depending on the load on each slave
interface (determined by the download speed). No
additional configuration on the switch is required. The
incoming traffic is received by the current network card.
If this card fails, another card assumes the MAC address
of the failed one.

Adaptive load balancing. Includes the previous policy
plus incoming traffic balancing. No additional
configuration on the switch is required. The incoming
traffic is balanced through ARP negotiation. The driver
intercepts ARP responses sent from the local NICs to the
outside and overwrites the source MAC address with one
of the unique MAC addresses of the NIC in the bond.
Thus, different peers use different server MAC
addresses. The incoming traffic is balanced sequentially
(round-robin) among the interfaces.

Sets the MIl monitoring period in milliseconds. Determines how
often the link state will be checked for failures. The default
value of O disables MIl monitoring.

MIl monitoring period
(msec)

Sets the delay in milliseconds before disabling the interface on
a connection failure. This option is only valid for MIl monitoring

Down delay (msec) (miimon). The parameter value must be a multiple of miimon,
otherwise it will be rounded to the nearest multiple. Default
value: O.

Sets the delay in milliseconds before bringing up the link on
discovering that it has been restored. This parameter is only

Up delay (msec) valid with MIl monitoring (miimon). The parameter value must
be a multiple of miimon, otherwise it will be rounded to the
nearest multiple. Default value: 0.

Determines the interval between LACPDU packets sent by the
partner in the 802.3ad mode. Enumerated options:

« Slow: requests that the partner send LACPDU packets

LACP rate every 30 seconds.

« Fast: requests that the partner send LACPDU packets
every second.

Determines how MAC addresses will be assigned to the
bonded slaves in the active-backup mode on switching
between slaves. The normal behavior is to use the same MAC

Failover MAC address on all slaves. Enumerated options:

« Disabled: sets the identical MAC address on all slaves
during the switching process.

54



Document version 7.1.0 build 35(2024/03/04)

Name Description

o Active: the MAC address on the bond interface will
always be identical to that on the currently active slave.
The MAC addresses on the backup interfaces are not
changed. The MAC address on the bond interface
changes during the failover processing.

Follow: the MAC address on the bond interface will be
the same as that on the first slave added to the bond.
This MAC is not set on the second and subsequent
interfaces while they are in backup mode. That MAC
address gets assigned during a failover: when a backup
slave interface becomes active, it assumes a new MAC
(the one on the bond interface), and the formerly active
slave is assigned the MAC that the currently active one
used to have.

Determines the hash policy for packet transmission via bonded
interfaces in the XOR or IEEE 802.3ad modes. Enumerated
options:

 Layer 2: only MAC addresses are used for hash
generation. With this algorithm, the traffic for a particular
network host is always sent over the same interface. This
algorithm is compatible with IEEE 802.3ad.

 Layer 2+3: both MAC and IP addresses are used for hash
generation. This algorithm is compatible with
Xmit hash policy IEEE 802.3ad.

e Layer 3+4: |P addresses and transport-layer protocols
(TCP or UDP) are used for hash generation. This algorithm
is not universally compatible with IEEE 802.3ad, as both
fragmented and non-fragmented packets can be
transmitted within a single TCP or UDP interaction.
Fragmented packets lack the source and destination
ports. As a result, packets from the same session can
reach the recipient in an order other than the intended
one because they are sent via different slaves.

The IP address assignment method: no address, a static IP

Networking address, or a dynamic IP address obtained using DHCP.

Gateway Configuration

To connect UGMC to the Internet, you need to specify the IP address(es) of one or
more gateways.
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If several Internet providers are used for Internet connections, several gateways can
be specified. Here is an example of a network configuration with two providers:

e Interface port1 with an IP address of 192.168.11.2 is connected to Internet
Provider 1. To enable Internet access via this provider, a gateway with an IP
address of 192.168.11.1 must be added.

e Interface port2 with an IP address of 192.16812.2 is connected to Internet
Provider 2. To enable Internet access via this provider, a gateway with an IP
address of 192.168.12.1 must be added

When two or more gateways exist, there are two options:

Name Description

Set the Balancing checkbox and assign a Weight to each
gateway. In this case, all traffic destined for the Internet will be
distributed between the gateways according to the weights
assigned (the greater the weight, the larger portion of the traffic
will pass through the gateway).

Traffic load balancing
between gateways

Select one of the gateways as the main and configure the Conn
ectivity checker by clicking the button with that name. The
connectivity checker periodically verifies if the host is

Main gateway with failover | accessible from the Internet with the interval specified in the
settings and, if the host ceases to be reachable, switches all
traffic to the backup gateways in the order they are listed in the
console.

By default, the network connectivity checker is configured to use Google’s public
DNS server (8.8.8.8), but this can be changed to any other host if the administrator
so desires.

Routes

This section describes how to specify a route to a network that is behind a specific
router. For example, a local network can have a router that combines several IP
subnets.

To add a route, follow these steps:

Name Description

In the Network section, select Routes in the menu and click Ad
d. Provide a name for the new route. Optionally, you can also
provide a description for the route.

Step 1. Provide a name and
description for the route.
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Name Description

Step 2. Specify the Specify the subnet where the route will point to, such as
destination address. 17216.20.0/24 or 17216.20.5/32.

Specify the IP address of the gateway through which the above
Step 3. Specify the gateway. | subnet will be accessible. This IP address must be reachable
from the UGMC server.

Specify the network interface through which the route will be
Step 4. Specify the network | added. If you keep the default value, Automatically, UGMC will
interface. determine the interface based on the IP address settings of the
available network interfaces.

Specify the metric for the route. The lower the metric value, the
Step 5. Specify the metric. higher the route’s priority, if there are multiple routes to this
network.

COMMAND LINE INTERFACE (CLI)

Command Line Interface — CLI (Description)

In UGMC, you can perform basic device configuration with the help of the command
line interface, or CLI. The administrator can use CLI to run diagnostic commands,
such as ping, nslookup, or traceroute, configure the network interfaces and zones, as
well as reboot or shut down the device.

CLI can be useful for troubleshooting network problems or when access to the web
console is lost — for example, due to an incorrectly set interface IP address or
erroneous zone access control settings that block connections to the web interface.

You can connect to the CLI using the standard VGA/keyboard ports (if physically
present on the UGMC equipment), via the serial port, or via SSH over the network.

To connect to the CLI using a monitor and keyboard, follow these steps:

Name Description

Step 1. Connect a monitor
and keyboard to the UGMC
device.

Connect a monitor to a VGA (HDMI) port and a keyboard to a
USB port.

Step 2. Log in to the CLI.
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Name Description

Log in to the CLI using the login and password for a user with
UGMC root administrator permissions (the default is Admin/
system).

Orote

If the device has not undergone initial setup, use Admin as the login and usergate as the

password for accessing the CLI.

To connect to the CLI using the serial port, follow these steps:

Name Description

Step 1. Connect to the
UserGate Management
Center.

Step 2. Launch a terminal.

Step 3. Login to the CLI.

Use a special serial cable or a USB-Serial adapter to connect
your computer to UGMC.

Launch a terminal that supports serial port connection, such as
Putty for Windows or minicom for Linux. Establish a serial port
connection using 115200 8n1 as the connection parameters.

Log in to the CLI using the login and password for a user with
UGMC root administrator permissions (the default is Admin/
system). If the UGMC device has not undergone initial
configuration, Admin/system should be used as the login name
and utm as the password in order to access the CLI.

To connect to the CLI using the SSH protocol, follow these steps:

Name Description

Step 1. Allow CLI (SSH)
access for the selected
zone.

Step 2. Launch an SSH
terminal.

Step 3. Log in to the CLI.
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Allow SSH access for the CLI protocol in the settings for the
zone to which you want to connect for CLI management. The
TCP port 2200 will be opened.

Launch an SSH terminal on your computer, such as SSH for
Linux or Putty for Windows. Specify UGMC address as the IP
address, 2200 as the connection port, and the login of a user
with root administrator permissions as the CLI login name (the
default is Admin/system). For Linux, the connection command
should look like this:

ssh Admin/system@I/PUserGateMC -p 2200

Log in to the CLI using the password for the user specified in
the previous step. If the UGMC device has not undergone initial
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Name Description

configuration, Admin/system should be used as the login name
and utm as the password in order to access the CLI.

After a successful login to the CLI, you can view the list of available commands using
the help command. To get detailed help on any command, use this syntax:

help command

For example, to get detailed help on using the iface command to configure network
interfaces, invoke this command:

help Iface

The full list of commands is presented below:

Name Description

help Lists the available commands.
exit

quit Log out of the CLI.

Ctrl+D

date View the current server time.

View or configure the gateway settings. For detailed

t . .

gateway information, see "gateway help".

. A set of commands used to view and configure network

iface ) . o : .
interface settings. For detailed information, see "iface help".

license View the license information.
Check the availability of a 3rd party HTTP/HTTPS server.
netcheck [-t TIMEOUT] [-d] URL

netcheck Options:
-t: the maximum timeout for a server response.
-d: request the website's content. Only headers are requested
by default.

nslookup Determine the IP address from a host name.

ping Ping a specific host.
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Name Description

BKOYUTB MM OTKAKOYMTD y,D,aJ'IeHHbIl;I OOCTYyn K cepBepy 014

radmin .
TexHu4eckom nogaepxkn UserGate.
. To enable or disable remote access to the server for UserGate
radmin_e . .
technical support in case the UGMC server hangs up.
reboot Reboot the UserGate Management Center server.
route Create, modify, or delete a route.
shutdown Shut down the UGMC server.
traceroute Traceroute the connection to a specific host.
Jone A set of commands used to view and configure zone settings.

For detailed information, see "zone help".

LOGS AND REPORTS

Event Log

The log contains records for events related to changing UserGate Management
Center server settings as well as console authorization, server boot/shutdown/
reboot, etc.

To assist in finding the events you need, you can filter the records by various criteria,
such as date range, component, severity, or event type.

In addition, UserGate Management Center provides an advanced search mode
where you can create complex filters using a specialized query language whose
syntax is described in the next section, Advanced Search Mode.

After configuring the desired parameters, you can save the resulting filter by clicking
Save as. The list of saved filters can be viewed in the Favorite filters tab.

The administrator can select the columns that will be logged. To do that, point the
mouse cursor at the name of any column, click the arrow that will appear to the right
of the column name, choose Columns, and select the desired parameters in the
context menu.
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By clicking Export as CSV, the administrator can save the filtered log data in a .csv
file for subsequent analysis.

Click Show to open a window with a detailed event description.

Logs Export

The UserGate logs export feature allows you to upload information to external
servers for later analysis or SIEM (security information and event management)
processing.

Sending logs to SSH (SFTP), FTP, and Syslog servers is supported. Logs are sent to
SSH and FTP servers according to the schedule specified in the configuration or as a
one-time action (using the button Send once). For Syslog servers, logs are sent
immediately after a record is added to the log.

To send logs, you must first create log export rules in the Logs and Reports - Logs
export section in device administrator mode.

Orote

Log export settings are not cluster-wide. If UGMC is running in a cluster configuration,

log export rules are created separately on each node.

When creating a configuration, provide the following parameters:

Name Description

Rule name The name of the log export rule.
Description Optional field for rule description.

Select the log files to export:
» Events

For each log, you can specify the export syntax:

Logs to export o CEF: Common Event Format (ArcSight)

* JSON: JSON format
e @CEE: JSON: CEE Log Syntax (CLS) Encoding JSON
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Name Description

To select the desired log export format, refer to the
documentation for the SIEM system you are using.

For a detailed description of log formats, see Appendix 2.
Description of Log Formats.

Server type SSH (SFTP), FTP, Syslog.

Server address IP address or domain name of the server.

Transport TCP or UDP; applicable only to Syslog servers.

Port The server port to which the data should be sent.

Protocol RFC5424 or BSD syslog RFC 3164; applicable only to Syslog

servers. Select the protocol compatible with your SIEM system.

Only for Syslog server type. Optional field; consult the
documentation for your SIEM system. Available values:

o Alert: a state that requires immediate intervention.

« Critical: a state that requires immediate intervention or
signals a fault in the system.

Severity e Errors: errors detected in the system.

* Warnings: warnings on potential errors that can occur if
no action is taken.

« Notice: events that relate to unusual system behavior but
are not errors.

« Info: informational messages.

Only for Syslog server type. Optional field; consult the
documentation for your SIEM system. Available values:

» User-level messages

« System daemon

« Security/authorization

 Log audit

Facility * Log alert
e Local 0.
e Local 1.
e Local 2.
e Local 3.
o Local 4.
e Local 5.

e Local 6.
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Name Description

Hosthame

App-Name

Login name

Password

Directory path

Schedule

e Local 7.

Only for Syslog server type. A unique host name identifying the
server that sends data to the Syslog server in the FQDN (Fully
Qualified Domain Name) format.

Only for Syslog server type. Unique name of the application
that sends data to the Syslog server.

The account name for connecting to the remote server. Not
applicable to the Syslog export method.

Account password for connecting to the remote server. Not
applicable to the Syslog export method.

Server directory to copy log files to. Not applicable to the
Syslog export method.

In a UGMC cluster configuration, when exporting logs from
different cluster nodes, you need to specify different
directories on the server for each UGMC node, since the log file
names on each node are identical.

Select schedule for sending logs. Not applicable to the Syslog
export method. The available options are:

« Daily

o Weekly

« Monthly

e Every ... hours

e Every ... minutes

« Advanced.

With the Advanced option, a crontab-like format is used where
the date/time string consists of six space-separated fields. The
fields specify the time as follows: (minutes: 0-59) (hours: 0-23)
(days of the month: 1-31) (month: 1-12) (days of the week: 0-6,
where 0 is Sunday). Each of the first five fields can be defined
using:

o An asterisk (*) denotes the entire range (from the first
number to the last).

o A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

o Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

» An asterisk or range spacing: used for spacing out values
in ranges. The increment is given after a slash. Examples:
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Name Description

"2-10/2" means "2,4,6,810" while "*/2" in the "hours" field
means "every two hours".

Manage temporary log files prepared for sending to remote
SSH and FTP servers.

When sending logs to SSH and FTP servers, UserGate saves the
data to send in temporary files in UTF-8 encoding. Logs for
previous days (according to the number of rotation days) are
Manage logs stored in archives; the log for the current day is not archived.
The system copies all files created for sending to a remote
server according to the specified schedule. It does not clean up
or delete the files. This setting allows you to specify the
rotation period for temporary files (in days) or delete any of the
temporary files manually. The files are rotated once a day.

ONote

The administrator can manually save the log directly from the web console. In this case,

the data is saved only in CSV format.

Advanced Search Mode

Besides the basic GUI-based search, LogAn provides an advanced search capability,
allowing you to create more complex search filters and use a specialized query
language. To construct a query, use field names and values, keywords, and
operators. You can enter field values using single or double quotes, or without
quotes, if the values do not contain spaces. To group multiple conditions, use
parentheses.

Separate keywords by spaces. You can use the following keywords:

Name Description

AND/and Logical AND: all query conditions must be met.

OR/or Logical OR: at least one condition should be met.

The following operators define filter conditions:
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Name Description

Equal To. Requires that the field value be completely identical
to the specified value. For example, ip=17216.31.1 displays all log
entries where the IP field exactly matches 172.16.31.1.

Not Equal To. Field value must not match the specified value.
For example, ip!=172.16.31 displays all log entries where the IP
field does not match 172.16.31.1.

Less Than or Equal To. Field value must be less than or equal to
the specified value. This can only apply to fields that support
comparisons, such as date, portSource, portDest, statusCode,
etc., for example,

date <='2019-03-28T20:59:59' AND statusCode=303.

Greater Than or Equal To. The field value must be greater than
or equal to the specified value. This can only apply to fields that
support comparisons, such as date, portSource, portDest,
statusCode, etc., for example,

date >="2019-03-13T21:00:00" AND statusCode=200.

Less Than. The field value must be less than the specified
value. This can only apply to fields that support comparisons,
such as date, portSource, portDest, statusCode, etc., for
example,

date <'2019-03-28T20:59:59' AND statusCode=404.

Greater Than. The field value must be greater than the
specified value. This can only apply to fields that support
comparisons, such as date, portSource, portDest, statusCode,
etc., for example,

(statusCode>200 AND statusCode<300) OR (statusCode=404).

Allows you to specify multiple values for a field in a query.
Provide the list of values in parentheses, for example,

category IN (botnets, compromised, 'illegal software', 'phishing
and fraud', 'reputation high risk’, 'unknown category").

Allows you to specify multiple values for a field in a query.
Displays records that do not contain the specified values.
Provide the list of values in parentheses, for example,

category NOT IN (botnets, compromised, ‘illegal software',
'‘ohishing and fraud', 'reputation high risk', 'unknown category").

Contains. Allows you to specify a substring that the queried
field must contain, for example,

browser ~ "Mozilla/5.0".
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Name Description

This operator is applicable only to fields that contain string
data.

Does Not Contain. Allows you to specify a substring that the
queried field must not contain, for example,

I~ browser I~ "Mozilla/5.0".

This operator is applicable only to fields that contain string
data.

To specify the substring that must be found in the specified
field using the MATCH statement, use JSON format and single
quotes, for example,

MATCH details MATCH '\"module\":\"threats\".

The syntax of queries using this operator is compliant with the
RE2 standard. For more details about Google/RE2 syntax, see: h
ttps://github.com/google/re2/wiki/Syntax.

To specify the substring that must not be found in the specified
field using the NOT MATCH statement, use JSON format and
single quotes, for example,

NOT MATCH details NOT MATCH '\"module\":\"threats\".

The syntax of queries using this operator is compliant with the
RE2 standard. For more details about Google/RE2 syntax, see: h
ttps://github.com/google/re2/wiki/Syntax.

When you switch from basic to advanced search mode, LogAn automatically
generates a search query string that matches the filter specified in the basic search
mode.

DIAGNOSTICS AND MONITORING

NOTIFICATIONS

MANAGING REALMS
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Managing Realms (Description)
A UserGate managed realm is a logical object that represents a single enterprise or a
group of enterprises managed by a single administrator or group of administrators.

To manage UserGate devices, the root UGMC administrator (or a UGMC
administrator with the appropriate rights) must create at least one realm.

Creating managed realms

To create a managed realm, follow these steps as a UGMC administrator:

Name Description

In the Managed realms - Realms section of the web console,

Step 1. Create a realm. click Add and fill in the relevant fields.

In the Administrators - Administrator profiles section of the
web console, click Add and create an administrator profile of
the Realm administrator type with access rights to the realm
created at the previous step.

Step 2. Create an
administrator profile of the
Realm administrator type.

In the Administrators = Administrators web console section,
click Add and create an administrator with the profile created
earlier.

Step 3. Create a realm
administrator.

When creating a realm, provide the following settings:

Name Description

If this checkbox is set, you do not need to add the realm name

Default realm .
after a slash for authorization in the web console.

Name The name of the realm, such as UserGate LLC.

A code consisting of several letters and/or numbers. You will
Codename need to enter the realm codename during login to the web
console for managing this realm. Example: UG.

Description Optional description of the realm.

If specified, the realm administrator will be limited to this
number of managed devices and will not be able to create
more. The specified number cannot exceed the number of
licensed connections.

Number of devices
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Mpu cospgaHum NPodUna agMMHUCTPATOPa HEOBXOAMMO YKa3aTb TUIM
aOMUHUCTPaTOpPa — aAMUHUCTPATOP 06NMacTM U B Ka4eCTBe yrpaBngemMon obnacTu
yKa3aTb CO3faHHYyo obnacTb. To create a realm administrator, select this realm
administrator profile. Mogpo6Hee o0 co3gaHM aaMUHUCTPATOPOB CMOTPUTE B rfaBe
[aHHOro PyKOBOACTBA AOMUHUCTPATOPbLI 061aCcTH.

After you have created the realm and its realm administrator, you can proceed to
realm management mode. To do that, log out from the UGMC administrator account
in the web console and log in again as the administrator for this managed realm. The
administrator login name should be entered as

administrator_login/realm_code, e.g., Admin/UG.
To return to the console as the UGMC administrator, enter the login name as

administrator_login/system, e.g., <O>Admin/system.

Realm Administrators

Access control to the web management console for the realm is implemented by
creating additional realm administrator accounts and assigning them access profiles.

ONote

When creating a managed realm, the UGMC administrator creates a root administrator

for the realm who has full access rights to this realm.

To create additional realm administrator accounts, follow these steps:

Name Description

Step 1. Log in to the web Log in to the management console as the root realm
management console as the |« administrator created for this realm by entering the login name
root realm administrator. as administrator_login/realm_code, e.g., Admin/UG.

In the Administrators - Administrator profiles section of the
realm management console, click Add and provide the desired
settings.

Step 2. Create a realm
administrator access profile.

Step 3. Create an
administrator account and
assign it one of the
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Name Description

In the Administrators section, click Add and select the desired
option.

» Add local administrator: create a local user, set a
password for the user, and assign them one of the access
profiles created earlier.

o Add LDAP user: add a user from an existing domain. This
requires a correctly configured LDAP connector in the Au
th servers section of the realm. When logging in to the
administrative console, the username must be specified
in the user@domain format. Assign this user a profile

administrator profiles .
created earlier.

created earlier.
o Add LDAP group: add a user group from an existing
domain. This requires a correctly configured LDAP
connector in the Auth servers section of the realm.
When logging in to the administrative console, the
username must be specified in the user@domain format.
Assign this user a profile created earlier.

o Add administrator with auth profile: create a user and
assign them an administrator profile created earlier and
an auth profile (this requires correctly configured auth
servers).

When creating an administrator access profile, specify the following parameters:

Name Description

Name Profile name.
Description Profile description.

Set permissions to the settings sections of the realm, such as
administrators, auth servers, device templates, template
groups, managed devices, and logs and reports.

The following access options are available:
Realm access permissions

e No access
e Read only

¢ Read and write.

Set the rights to view and/or modify the settings for all or
specific existing templates here. The settings are presented as
UserGate NGFW console tree objects available for delegation.

Template access . . .
P The following access options are available:

permissions
e No access

e Read only
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Name Description

e Read and write.

For example, you can allow access to network settings for one
administrator group and NGFW policies for another.

Realm Authentication Servers

Authentication servers (auth servers) are external sources of user accounts used for
authorization in the realm management web console. A realm authentication server
works similar to a UGMC authentication server, the only difference is where each is
used.

LDAP Connector

An LDAP connector allows you to:

» Obtain information on users and groups from Active Directory or other LDAP
servers. FreelPA is supported with an LDAP server.

e Authorize UGMC users via Active Directory/FreelPA domains.

To create an LDAP connector, click Add, select Add LDAP connector, and provide
the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Name The name of the authentication server.

This specifies whether SSL is required to connect to the LDAP

SSL
server.
The IP address of the domain controller, the domain controller
FQDN or the domain FQDN (e.g., test.local). If the domain
LDAP domain name or IP controller FQDN is specified, UserGate will obtain the domain
address controller’s address using a DNS request. If the domain FQDN is

specified, UserGate will use a backup domain controller if the
primary one fails.
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Name Description

The username for connecting to the LDAP server. Must be in
Bind DN ("login") the DOMAIN\username or username@domain format. This
user must be already created in the domain.

Password The user's password for connecting to the domain.

The list of domains served by the specified domain controller,
e.g., in case of a domain tree or an Active Directory domain
forest. Here you can also specify the short NetBIOS domain
name.

LDAP domains

The list of LDAP server paths relative to which the system will
Search roots search for users and groups. Specify the full name, e.g.,
ou=0Office,dc=example,dc=com.

After creating a server, you should validate the settings by clicking Check
connection. If your settings are correct, the system will report that; otherwise, it will
tell you why it cannot connect.

The LDAP connector configuration is now complete. When logging in to the console,
LDAP users should specify their usernames in the following formats:

domain\user/system or user@domain/system
RADIUS Authentication Server

You can authorize users in the UserGate web console using a RADIUS authentication
server, with the console working as a RADIUS client. When authorization is done
using a RADIUS server, UserGate sends the username and password information to
the RADIUS server, which then responds as to whether or not the authentication was
successful.

To add a RADIUS authentication server, click Add, select Add RADIUS server, and
provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Name The name of the RADIUS authentication server.
Description An optional description of the server.

Pre-shared key used by the RADIUS protocol for

har ret L
Shared secre authentication.
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Name Description

Specify the server’s IP address and the UDP port on which the
Addresses RADIUS server listens for authentication requests (the default
port number is 1812).

To authorize users in UserGate's web interface using a RADIUS server, you need to
configure an authentication profile. Mogpo6Hee 0 co3pgaHuK U HacTporke Npodunen
YuTamTe B pasgene MNpodunm ayTeHTudmKaumm obnacTtu.

TACACS+ Authentication Server

You can authorize users in the UserGate administrative console using a TACACS+
authentication server. In this case, UserGate transmits the username and password
information to the auth servers, and then the TACACS+ servers respond as to
whether the authentication was successful.

To add a RADIUS authentication server, click Add, select Add RADIUS server, and
provide the following settings:

Name Description

Enabled Enables or disables the use of this authentication server.
Name The name of the TACACS+ authentication server.
Description An optional description of the server.

Pre-shared key used by the TACACS+ protocol for

Secret authentication.
Address The IP address for the TACACS+ server.
Port The UDP port on which the TACACS+ server listens for

authentication requests.

Use a single TCP connection for communicating with the

Use single TCP connection TACACS+ server.

The authentication timeout for the TACACS+ server. The

Timeout (sec.) default is 4 seconds.

To authorize users in UserGate’'s web interface using a TACACS+ server, you need to
configure an authentication profile. Mogpo6Hee o co3zgaHum U HacTpowmke npodbunen
YuTamTe B pasgene MNpodbunum ayteHTMdMKaumm obnactu.
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Realm Authentication Profiles

An authentication profile can be used to define a set of methods to be used for user
authorization in the UserGate administrative console. When creating or configuring a
profile, provide these required settings:

Name Description

Name The name of the authentication profile.
Description An optional description of the profile.

The user authentication methods configured earlier, such as
Authentication methods LDAP connector, RADIUS authentication server, or TACACS+
authentication server.

User Catalogs

To work with users catalogs, a correctly configured LDAP connector is needed that
enables information to be obtained on users and groups from Active Directory or
other LDAP servers. The users and groups can be used in configuring policies
applied to managed devices.

Orote

When you configure security policies, authentication servers configured in managed

device templates are not used to add users and groups to rules.

To create a catalog, click Add and provide these settings:

Name Description

Enabled Enables or disables this LDAP connector.
Name The name of the LDAP connector.

This specifies whether SSL is required to connect to the LDAP
server.

SSL

The IP address of the domain controller, the domain controller
FQDN or the domain FQDN (e.g., test.local). If the domain
controller FQDN is specified, UserGate will obtain the domain
controller’'s address using a DNS request. If the domain FQDN is

LDAP domain name or IP
address
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Name Description

specified, UserGate will use a backup domain controller if the
primary one fails.

The username for connecting to the LDAP server. Must be in
Bind DN ("login") the DOMAIN\username or username@domain format. This
user must be already created in the domain.

Password The user’s password for connecting to the domain.

The list of domains served by the specified domain controller,
e.g., in case of a domain tree or an Active Directory domain
forest. Here you can also specify the short NetBIOS domain
name.

LDAP domains

The list of LDAP server paths relative to which the system will
Search roots search for users and groups. Specify the full name, e.g,,
ou=0Office,dc=example,dc=com.

After creating a server, you should validate the settings by clicking Check
connection. If your settings are correct, the system will report that; otherwise, it will
tell you why it cannot connect.

To add an LDAP user or user group, in the rule properties click Add LDAP user/Add
LDAP group in the rule properties, type at least one character present in the names
of the desired objects in the search field, and then click Search and select the users
or groups of interest.

MANAGING USERGATE NEXT-GENERATION
FIREWALLS

Managing UserGate Next-Generation Firewalls
(Description)

The process of centralized UserGate NGFW management can be divided into the
following 4 steps:

1. Create a managed realm. See the Creating Managed Realms section.
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Create one or more templates, each describing a distinct part of the NGFW

2. settings. For more details, see the section Device Templates.

3. Combine the relevant templates into a template group in the required order to
obtain the correct final manged device configuration. For more details, see the
Template Groups section.

4. Add a managed device (NGFW) and apply the template group to it. For more
details, see the Placing UserGate Devices under UGMC Management section.

If necessary, the template-based settings can be changed so that the changes are
applied to all NGFWs to which these templates are applicable.

UGMC allows you to create and manage configuration and high availability clusters.
For a detailed discussion of cluster management, see the UserGate NGFW Clustering
Using UGMC section.

Device Templates

A template is a basic component that allows you to configure all settings of a firewall:
network settings, firewall rules, content filtering rules, intrusion detection system
rules, etc. To create a template, go to the NGFW management - Device templates
section, click Add, and provide a name and optional description for the template.

After creating a template, you can configure its settings. To do that, click Templates
management in the top menu and select the desired template from the drop-down
menu that appears.

Template settings are displayed in a tree view, very similar to how they are presented
in a UserGate NGFW. When configuring templates, follow these rules:

1. If the value of a setting is not defined in the template, nothing will be sent to
the UserGate NGFW. In this case, the UserGate NGFW will use the default
setting or a setting configured by a local UserGate NGFW administrator.

2. If the value of a setting is specified in the template, it will override the value
assigned to the same setting by a local administrator.

After receiving the settings from Management Center, the settings for the
following sections can be changed locally on the NGFW:

o general device settings: the General settings tab, UserGate - General
settings section;

° network interface settings: General settings tab, Network = Interfaces
section.
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Orote

The setting will be overridden when this setting is changed by the realm
administrator in the NGFW template on UGMC.

3. Policy rules do not override rules created by a local administrator but
supplement them as pre- and post-rules instead. Nogpo6bHo © NpUMeHEHMM
npaBu CMOTPUTE pasfen 4aHHOoro pykoBoAcTBa LLIabnoHbl 1 rpynmnbl
LabIOHOB.

4. When configuring network interfaces, the first configurable physical interface is
portl. The portO interface is not available for configuration from UGMC; it is
always configured by a local administrator and required for primary
communication between the managed devices and UGMC.

5. When configuring network interfaces, you can create an interface and delegate
its configuration to a local administrator. To do that, set the Configured on the
device checkbox in the settings for the network interface.

6. Some settings and policy rules offer the option to apply the setting or rule only
to a specific device. To do that, go to the Managed devices tab in the setting/
rule properties and select the desired managed device. Despite a certain
amount of flexibility that this option provides, avoid overusing it because it
complicates the understanding of how settings are applied to UserGate NGFW
groups.

7. Libraries (e.g., IP addresses, URL lists, content types, etc.) have no predefined
content in UGMC, unlike the default libraries created on UserGate NGFW
devices. To use libraries in UGMC policies, you need first to add items to them.
Library items are not synchronized; if a list was created but is not used in any
policy, this list will not appear in a NGFW library section.

8. Itis recommended to create separate templates for different settings groups
to avoid conflicts between settings when templates are combined into
template groups and to make it easier to understand the final settings that will
be applied to UGC managed devices. For example, you can create separate
templates for network settings, firewall rules, content filtering rules, libraries,
etc.

Template Groups

Template groups allow multiple templates to be combined into a single configuration
that applies to a managed device. The final settings that will apply to a device are
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generated by merging all settings specified in the templates of a template group
based on their placement in the group. MNogpo6Hee 0 Pe3yNbETUPYIOLLMX HACTPOMKaX
CMOTpUTE rnasy pykoBoacTea LLlabnoHbl 1 rpynmnbl WabnoHoB.

To create a templates group, go to the NGFW management - Template groups
section, click Add, provide a name and optional description for the template group,
and add existing templates to it. After adding the templates, you can arrange them in
the desired order using the Up, Down, Top, and Bottom buttons to create the
required final configuration.

Placing UserGate Devices under UGMC Management

A templates group always applies to one or more UserGate NGFW devices. The
procedure for adding a managed device to UserGate Management Center consists
of the following steps:

Name Description

On the UGMC server, allow the UserGate Management Center
service in the zone to which the managed devices are
connected. The UGMC server listens for managed device
connections at TCP ports 2022 and 9712.

Step 1. Enable access to
UGMC from the managed

device.
Data transfer between the UGMC server and managed devices

occurs over an encrypted data link.

In the NGFW management - NGFW devices section of the
realm management console, click Add and provide the desired
settings.

Step 2. Create a managed
device object.

In the UserGate NGFW management console, set up the link
between UGMC and the device. This can be done during the
initial configuration of a UserGate NGFW or on an already
configured NGFW. Both options are described in detail later in
this chapter.

Step 3. Link the managed

device object just created
to a real UserGate NGFW

device.

When creating a managed device object, provide the following settings:

Name Description

Enables the managed device object. When enabled, the

Enabled managed device object takes up one license.
Name The name of the managed device. The name can be arbitrary.
Description Managed device description.

Templates group
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Name Description

The templates group whose settings should be applied to this
managed device.

Select the mode used to synchronize the template group
settings with the device. There are three options:

» Auto sync: the syncis enabled. The settings are applied
to the device. A change to any setting in any template of
the template group applied to the managed device is
propagated immediately to NGFW.

« Disabled: sync mode is disabled.

« Manual sync: in this sync mode the settings are applied
once on clicking the Sync now button. This option is
useful when many template settings need to be changed
and applied to the device at once. In this case, you need
to disable synchronization, make the desired changes to
the templates, and then enable the Manual sync mode.

Sync mode

Regardless of the selected mode, you can start synchronization
of all settings for the selected devices (in the NGFW
Management - NGFW Devices section click Actions = Run full
synchronization).

To enable MD-to-UGMC communication during the initial configuration of a
UserGate NGFW, follow these steps:

Name Description

In UGMC, select the managed device object you created and
click Show device unique code. Copy the code to the
clipboard.

Step 1. Copy the device
code

Step 2. During the initial
setup of the NGFW, select
installation using UGMC

During the initial setup, at the step where the administrator
login and password are set, select the link Configure by UGMC.

Specify the following settings:

o GThe network settings for this UserGate NGFW (IP
address, subnet mask, gateway). These settings will be
applied to the specified interface. After configuring the
network settings, the UGMC server must become
accessible over the network from this NGFW.

Step 3. Provide the desired
settings for the new node
and enter the unique device
code
e The name and password for a local administrator.
e The IP address of the UGMC server and the unique
device code saved at the first step.
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Name Description

After connecting to UGMC, the UserGate NGFW should receive
all settings prepared for it in UGMC. In the NGFW, these settings
are displayed with a lock icon, meaning that a local
administrator cannot change them.

In the UGMC console, the managed device object will display
additional information on the connected device, such as PIN
code, serial number, license information, RAM usage, etc.

To enable MD-to-UGMC communication for an already configured NGFW, follow

these steps:

Name Description

Step 1. Copy the device
code

Step 2. Specify the IP
address of the UGMC
server and enter the unique
device code

Step 3. Check the
connection

In UGMC, select the managed device object you created and
click Show device unique code. Copy the code to the
clipboard.

In the General settings - UGMC agent, select Configure,
specify the IP address of the UGMC server, paste the unique
device code, and enable this connection. The UGMC server
must be accessible over the network from this NGFW for a
successful completion of this step.

After connecting to UGMC, the UserGate NGFW should receive
all settings prepared for it in UGMC. In the NGFW, these settings
are displayed with a lock icon, meaning that a local
administrator cannot change them.

In the UGMC console, the managed device object will display
additional information on the connected device, such as PIN
code, serial number, license information, RAM usage, etc.

After the UserGate firewall has been successfully added to UGMC, the managed
device administrator can do the following:
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Name Description

View advanced managed
device state information

Connect to the managed
device console

Modify settings

In the UGMC console, select the managed device object and
click Show device details. The following information about the
connected device will be displayed:

« Device software version
e Device PIN code

e HSC serial number

» Device uptime

 Device load metrics such as CPU load, RAM usage, swap
usage, and the number of users connected via the
device.

In the UGMC console, select the managed device object and
click Open console. The UserGate NGFW console will openin a
new window.

In the UGMC console, modify the settings of a template from
the template group applied to the managed device. The new
settings will be applied to the UserGate NGFW.

13.4 UserGate NGFW Clustering Using UGMC

Device templates allow you to combine several UserGate devices into a
configuration cluster with unified settings on all cluster nodes and to create one or
more high availability (HA) clusters from configuration cluster nodes.

For more details on the clustering modes used in UserGate, see the Clustering and
High Availability section of UserGate 6 Administrator Guide.

Configuration cluster

The process of creating a UGMC-managed configuration cluster is virtually identical
to creating a standalone cluster. The only difference is that the first cluster node
must be placed under UGMC management before the configuration cluster is
created. Each configuration cluster node connected to UGMC is assigned a node
identifier, which is a unique identifier that looks like node_7, node_2, node_3, etc.

To create a configuration cluster, follow these steps:

Name Description
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Step 1. Perform initial
configuration on the first
cluster node

See the Initial Configuration chapter of UserGate 6
Administrator Guide.
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Name Description

Step 2. On the first cluster
node, configure the zone
containing the network
interfaces through which
cluster replication will be
carried out.

Step 3. Specify the IP
address that will be used to
communicate with other
cluster nodes

Step 4. Generate a Secret
code on the first cluster
node

Step 5. Connect the first
configuration cluster node
to UGMC

Step 6. Connect a second
node to the cluster

B pasnerne 30Hbl cO30aTb BblASNEHHYIO 30HY A8 penmkaumm
HacTpoek KacTepa Wnu MCcnofib3oBaThb cyllecTaytowyto (Cluste
r). Allow the following services in the zone's settings:

o Administrative console

e Cluster.

Do not use zones whose interfaces are connected to untrusted
networks (e.g., the Internet) for replication.

In the Device management section, go to the Configuration
Cluster pane, select the current cluster node, and click Edit.
Specify the IP address of an interface located in the zone you
configured at Step 2.

In the Device management section, click Generate secret code.
Copy the resulting code to the clipboard. This master node
secret is required for one-time authorization of a second node
before adding it to the cluster.

The first node is connected in exactly the same way as a
standalone UserGate device. The connection procedure is
described in detail in the Placing UserGate Devices under
UGMC Management section.

The first node is automatically assigned an ID of node_1.

Important! A second and subsequent nodes can only be
added to the configuration cluster during their initialization.

Connect to the web console of the second cluster node and
select the installation language.

Specify the network interface that will be used to connect to
the first cluster node and assign it an IP address. O6a y3na
KnacTepa AOJKHbI HAXOOMTbCS B OOHOM MOACETH, HAaNpUMep,
nHTepdencam eth2 o6omx y3noB HasHayeHbl IP-agpeca
192.168100.5/24 1 192168.100.6/24. Otherwise, you need to
specify the IP address of the gateway through which the first
cluster node will be accessible.

Yka3zaTb IP-agpec nepBoro ysna, HaCTPOEHHbIM Ha ware 3,
BCTaBMTb CEKPETHbIM KO, 1 HaxaTb Ha KHOMKY MoakmtoYmTs. If
the cluster IP addresses configured at Step 2 are assigned
correctly, the system will invite you to assign a cluster ID to the
device being added as node_2, node_3, node_4, etc. The node_
71D has been already issued to the first cluster node. After
assigning the ID, the second cluster node will be added to the
cluster, and all settings of the first node will be replicated on
the second one.
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Name Description

When successfully added to the cluster, the node will be
displayed with its selected ID as the second node in the
managed device list.

The settings for the added node (including interface, zone, and filtering policy
settings) can be configured locally or via UGMC template policies. If they had already
been configured in UGMC templates by the time the second node was connected,
they will be applied to the new node immediately after adding it to the cluster.

A third and subsequent nodes are added to the configuration cluster in a similar
fashion.

High Availability (HA) Cluster

Up to 4 configuration cluster nodes can be combined into a HA cluster that supports
the Active-Active or Active-Passive operation modes. You can build several HA
clusters. To create a HA cluster using UGMC, the following conditions must be met:

Name Description

Configuration cluster A configuration cluster must already be created and display
present correctly in the managed device list.

On UserGate devices, interfaces created and managed from

UGMC-managed interfaces UGMC must be present. Virtual IP addresses can only be

esent . : .
Pr assigned to interfaces that were created in UGMC templates.
All requirements applicable to the nodes of an HA cluster being
HA cluster requirements created without using UGMC must be met. For more details on
met HA clusters, see the Clustering and High Availability section of

UserGate 6 Administrator Guide.

To create an HA cluster, follow these steps:

Name Description

Step 1. Configure zones In a UGMC template where zones are configured for managed
whose interfaces will devices, allow the VRRP service in the Zones section for all
participate in the HA cluster | zones where you plan to add a virtual cluster IP address.

In one of the UGMC templates, go to the Device management
Step 2. Create a HA cluster | = HA cluster section, click Add, and configure the settings for
the new HA cluster.

Step 3. Specify a virtual IP If captive-portal authorization is to be used, the system host
address for the names auth.captive and logout.captive used by the
auth.captive, logout.captive, | authorization procedures in the captive portal must resolve to
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Name Description

the IP address assigned as the virtual cluster address. These
settings can be configured in the General settings section of a
UGMC template.

They are described in more detail in the Device Setup section
of UserGate 6 Administrator Guide.

The settings for a HA cluster are listed below:

Name Description

Enabled
Name

Description

Mode

Sessions sync

HA cluster multicast ID

Virtual router ID (VRID)

Nodes

Virtual IPs

Enable or disable the HA cluster.
The name of the HA cluster.
A description of the HA cluster.

The HA cluster operating mode:

e Active-Active: the load is distributed between all cluster
nodes

« Active-Passive: the load is processed by the master
node and switched to a backup instance if the master
node is offline.

Enables user session synchronization mode between all nodes
in the HA cluster. When enabled, this option makes switching
users between devices transparent to the users themselves
but adds significant load on the UserGate platform. The option
is only relevant for the Active-Passive cluster mode.

Multiple HA clusters can be created in a single configuration
cluster. Session synchronization uses a specific multicast
address defined by this parameter. A unique ID must be
assigned to each group of HA clusters that requires session
synchronization support within the group.

The VRID must be unique to each VRRP cluster in the local
network. If there are no 3rd party VRRP clusters in the network,
itis recommended to keep the default setting.

Select the configuration cluster nodes to combine into an HA
cluster. The cluster nodes are represented by the IDs assigned
to the nodes of the configuration cluster when it was created.

Assign virtual IP addresses and map them to the interfaces of
the cluster nodes. Only interfaces created in a UGMC template
can be used here.
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Update Management for Managed Devices

UserGate Management Center allows you to create a centralized policy for updating
the UserGate software (UGOS) and updatable libraries provided on subscription
(URL filtering category database, IDPS, IP address/URL/content type lists etc.).

Orote

After adding a UserGate NGFW to UGMC management, the UserGate device starts

automatically downloading all updates from the UGMC server.

To configure update management using UGMC, follow these steps:

Name Description

An update check schedule defines the time and frequency of
checking for updates. It can be configured locally on each
UserGate device or centrally using UGMC templates. The
configuration is done identically in both cases. A local update
check schedule is configured in the General settings section of
the device's web management console. When UGMC is used,
the schedule is configured in the General settings section of a
UGMC template.

Step 1. Configure an update
check schedule

For more details on how to configure an update check
schedule, see the General Settings chapter of UserGate 6
Administrator Guide.

Step 2. Configure a A software update policy allows you to specify an update
software update policy for available for installation on all or selected MDs. For more details
UserGate devices on updating software, see the Software Updates section.

Step 3. Configure a library A library update policy allows you to select the desired library
update policy for UserGate | updates for installing on MDs. For more details on libraries
devices updates, see the Libraries Updates section.

Software Updates

From time to time, UserGate issues software updates for UserGate NGFWs. These
updates are uploaded to the UserGate repository (http://static.usergate.com) from
where they can then be downloaded to NGFWs. If a UserGate NGFW is managed
from Management Center, it checks automatically for available updates on the
Management Center server which acts as a repository. The UserGate repository is
used in this case by the UGMC server for obtaining new updates.
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In some cases, the UserGate support service can suggest that certain customers
install specific updates that are unavailable for download from the repository. Such
updates should be added to UGMC by importing them from an update file.

To install updates, follow these steps:

Name Description

Step 1. Upload the updates
to the UGMC repository

Step 2. Approve the update
for all or specific devices

Step 3. Install the update.

The updates can be uploaded from the UserGate repository or
imported manually from an update file.

To upload the updates from the repository, go to the NGFW
management - Software updates section and click Online
updates. The list of updates available for download from the
UserGate repository will be displayed. Highlight the desired
updates and click Select. The selected updates will be
uploaded to UGMC.

For manual upload, go to the NGFW management - Software
Updates section, click Import update, and select the update
file. If the update file has no update name and version
specified, enter these in the corresponding fields. By clicking Sa
ve, the selected update will be uploaded to UGMC.

To install an update on all devices, select the update of interest
and click Approve update. Only one update can be approved
for all devices.

If you need to install this update on a group of devices (e.g., for
testing), specify the managed devices from which this update
will be available in the update’s properties and set the Approve
update checkbox.

After an update is approved, it becomes available for
downloading for all managed devices or for a group of them. An
MD downloads the update according to its update check
schedule. When downloaded, the update can be installed
centrally by the administrator from the MC console or manually
on a specific managed device by the device's administrator.

An update in the UGMC repository has the following properties:

Name Description

Name

Description

Version

The name of the update. Usually not editable, hard-coded in
the update code.

An arbitrary description of the update.

The update version. Not editable, hard-coded in the update
code.
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Name Description

Size The size of the update.

The UserGate release for which this update is issued. Not

Release editable, hard-coded in the update code.

Status The update’s status — for example, downloaded.

Shows the progress of downloading the update from the

Progress UserGate repository.
The update channel of the UserGate repository:
Update channel « Stable: stable software updates
 Beta: experimental updates
Changelog A link to the list of changes included in this update.
Managed Devices The list of managed devices for which this update is intended.
Added The date the update was added to the UGMC repository and
the name of the administrator who added it.
Approved The date the update was approved and the name of the

administrator who approved it.

Libraries Updates

Libraries are updatable resource databases (URL filtering categories, IPS signatures,
IP address lists, URLs, MIME types, morphological databases etc.) provided to
UserGate customers on a subscription basis. These updates are uploaded to the
UserGate repository (http://static.usergate.com) from where they can then be
downloaded to UserGate NGFWs. If a UserGate NGFW is managed from
Management Center, it checks automatically for available updates on the
Management Center server which acts as a repository. The UserGate repository is
used in this case by the UGMC server for obtaining new updates. By default, UGMC
checks for and downloads library updates automatically.

When UGMC does not have access to the UserGate repository, you can import the
update manually from an update file you have received in your UserGate client
profile (https://my.usergate.com).

Libraries stored in the UGMC repository are available to all UserGate MDs. An MD
downloads the update automatically according to its update check schedule.
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A library update in the UGMC repository has the following properties:

Name Description

Name

Description

Download

Size

Version

Updated

The name of the update. Not editable, hard-coded in the
update code.

An arbitrary description of the update.

The mode used to download new versions. Automatically is
installed by default; in this mode, UGMC automatically checks
for and downloads new versions in the UserGate repository. If
Manually is selected, UserGate will not update the selected
library automatically.

The size of the update.
The version of the library update.

The date and time when the specific library was last updated.

LOGAN DEVICE MANAGEMENT

LogAn Device Management (Description)

The process of centralized LogAn devices management can be divided into the

following 4 steps:

1. Create a managed realm. See the Creating Managed Realms section.

2. Create one or more templates, each describing a distinct part of the LogAn
settings. For more details, see the LogAn Device Templates section.

3. Combine the relevant templates into a template group in the required order to
obtain the correct final manged device configuration. For more details, see the
LogAn Template Groups section.

4. Add a managed LogAn device and apply the template group to it. For more
details, see the Placing LogAn Devices under UGMC Management section.

If necessary, the template-based settings can be changed so that the changes are
applied to all LogAn managed devices to which these templates are applicable.
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LogAn Device Templates

A template is a basic component that allows you to configure all settings of a firewall:
network settings, firewall rules, content filtering rules, intrusion detection system
rules, etc. To create a template, go to the LogAn management - Templates section,
click Add, and provide a name and optional description for the template.

After creating a template, you can configure its settings. To do that, click LogAn
templates in the top menu and select the desired template from the drop-down
menu that appears.

Template settings are displayed in a tree view, very similar to how they are presented
in LogAn. When configuring templates, follow these rules:

1. If the value of a setting is not defined in the template, nothing will be sent to
LogAn. In this case, LogAn will use the default setting or a setting configured by
a local administrator.

2. If the value of a setting is specified in the template, it will override the value
assigned to the same setting by a local administrator.

After receiving the settings from Management Center, the settings for the
following sections can be changed locally on Log Analyzer:

o general device settings: the General settings tab, Admin Console -
Settings section;

° network interface settings: General settings tab, Network - Interfaces
section.

oNote

The setting will be overridden when this setting is changed by the realm

administrator in the LogAn template on UGMC.

3. When configuring network interfaces, the first configurable physical interface is
portl. The portO interface is not available for configuration from UGMC; it is
always configured by a local administrator and required for primary
communication between the managed device and UGMC.

4. When configuring network interfaces, you can create an interface and delegate
its configuration to a local administrator. To do that, set the Configured on the
device flag in the settings for the network interface.
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Some settings and policy rules offer the option to apply the setting or rule only

* to a specific device. To do that, go to the Managed devices tab in the setting/
rule properties and select the desired managed device. Despite a certain
amount of flexibility that this option provides, avoid overusing it because it
complicates the understanding of how settings are applied to LogAn device
groups.

6. Libraries (e.g., IP addresses, URL lists, content types, etc.) have no predefined
content in UGMC, unlike the default libraries created on UserGate devices. To
use libraries in UGMC policies, you need first to add items to them.

7. It is recommended to create separate templates for different settings groups
to avoid conflicts between settings when templates are combined into
template groups and to make it easier to understand the final settings that will
be applied to managed devices. For example, you can create separate
templates for network settings, libraries, etc.

LogAn Template Groups

Template groups allow multiple templates to be combined into a single configuration
that applies to a managed device. The final settings that will apply to a LogAn device
are generated by merging all settings specified in the templates of a template group

based on their placement in the group. MNogpo6Hee 0 Pe3yNbTUPYIOLLMX HACTPOMKaX
CMOTpPMTE rnaBy pykoBoAcTBa LLlabnoHbl 1 rpynmnbl WabioHOB.

To create a templates group, go to the LogAn management - Template groups
section, click Add, provide a name and optional description for the template group,
and add existing templates to it. After adding the templates, you can arrange them in
the desired order using the Up, Down, Top, and Bottom buttons to create the
required final configuration.

Placing LogAn Devices under UGMC Management

A template group always applies to one or more LogAn devices. The procedure for
adding managed devices to UGMC consists of the following steps:

Name Description

On the UGMC server, allow the UserGate Management Center
service in the zone to which the managed devices are
Step 1. Enable access to connected. The UGMC server listens for managed device

SGMC from the managed connections at TCP ports 2022 and 9712.
evice.
Data transfer between the UGMC server and managed devices

occurs over an encrypted data link.
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Name Description

In the LogAn management - LogAn devices section of the

Step 2. Create a LogAn realm management console, click Add and provide the desired

managed device object.

settings.
Step 3. Link the LogAn In the LogAn management console, set up the link between
managed device object just | UGMC and the device. This can be done during the initial
created to a real NGFW configuration of LogAn or on an already configured LogAn
device. device. Both options are described in detail later in this chapter.

When creating a LogAn managed device object, provide the following settings:

Name Description

Enables the managed device object. When enabled, the

Enabled managed device object takes up one license.
Name The name of the managed device. The name can be arbitrary.
Description Managed device description.

The templates group whose settings should be applied to this

Templates group managed device.

Select the mode used to synchronize the template group
settings with the device. There are three options:

o Auto sync: the settings are applied to the device
automatically. A change to any setting in any template of
the template group applied to the managed device is
propagated immediately to LogAn.

« Disabled: sync mode is disabled.

« Manual sync: in this sync mode the settings are applied
on clicking the Sync now button. This option is useful
when many template settings need to be changed and
applied to the device at once. In this case, you need to
disable synchronization, make the desired changes to the
templates, and then enable the Manual sync mode.

Sync mode

Regardless of the selected mode, you can start synchronization
of all settings for the selected devices (in the LogAn
Management - LogAn Devices section click Actions - Run full
synchronization).

To enable LogAn-to-UGMC communication during the initial configuration, follow
these steps:
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Name Description

In UGMC, select the managed device object you created and
click Actions = Show device unique code. Copy the code to

Step 1. Copy the device
code.

Step 2. During the initial
setup of LogAn, select
installation using UGMC.

Step 3. Provide the desired
settings for the new node
and enter the unique device
code.

Step 4. Check the
connection.

the clipboard.

During the initial setup, at the step where the administrator
login and password are set, select the link Configure by UGMC.

Specify the following settings:

» The network settings for this LogAn MD (IP address,
subnet mask, gateway). These settings will be applied to
the specified interface. After configuring the network
settings, the UGMC server must become accessible over

the network from this device.

» The name and password for a local administrator.

e The IP address of the UGMC server and the unique
device code saved at the first step.

After connecting to UGMC, LogAn should receive all settings
prepared for it in UGMC. In LogAn, these settings are displayed
with a lock icon, meaning that a local administrator cannot

change them.

In the UGMC console, the managed device object will display
additional information on the connected device, such as PIN
code, serial number, license information, RAM usage, etc.

To enable LogAn-to-UGMC communication for an already configured LogAn device,

follow these steps:

Name Description

In UGMC, select the managed device object you created and
click Actions = Show device unique code. Copy the code to

Step 1. Copy the device
code.

Step 2. Specify the IP
address of the UGMC
server and enter the unique
device code.

Step 3. Check the
connection.

the clipboard.

In the General settings -» UGMC agent, select Configure,
specify the IP address of the UGMC server, paste the unique
device code, and enable this connection. The UGMC server
must be accessible over the network from this LogAn device

for a successful completion of this step.

After connecting to UGMC, LogAn should receive all settings
prepared for it in UGMC. In LogAn, these settings are displayed
with a lock icon, meaning that a local administrator cannot

change them.

21



Document version 7.1.0 build 35(2024/03/04)

Name Description

In the UGMC console, the managed device object will display
additional information on the connected device, such as PIN
code, serial number, license information, RAM usage, etc.

After the LogAn device has been successfully added to UGMC, the administrator
can edit, enable/disable, and delete the managed device, as well as:

Name Description

In the UGMC console, select the managed device object and
click Show device details. The following information about the
connected managed device will be displayed:

« Managed device software version
View advanced managed

] ) £ » Managed device PIN code
device state information

e« HSC serial number
» Device uptime

« Device load metrics such as CPU load, RAM usage, swap
file usage

In the UGMC console, select the managed device object and
click Actions - Open console. The LogAn console will openin a
new window.

Connect to the managed
device console

In the UGMC console, modify the settings of a template from
Modify settings the template group applied to the managed device. The new
settings will be applied to the LogAn device.

In the UserGate Management Center web interface, the administrator can filter the
view to display:

* all devices;
* enabled or disabled devices;

* online (connected to UGMCQ), offline (disconnected from UGMC), or not linked
devices (not yet connected to UGMC);

e consistent (managed device synchronized successfully) or inconsistent (with
errors detected during managed device synchronization) devices;
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Update Management for LogAn Managed Devices

UGMC allows you to create a centralized policy for updating the UserGate software
(UGOS) and updatable libraries provided on subscription (URL filtering category
database, IDPS, IP address/URL/MIME type lists etc.).

Orote

After adding a LogAn managed device to UGMC management, the device starts

automatically downloading all updates from the UGMC server.

To configure update management using UGMC, follow these steps:

Name Description

An update check schedule defines the time and frequency of
checking for updates. It can be configured locally on each
LogAn device or centrally using UGMC templates. The

Step 1. Configure an update | configuration is done identically in both cases. A local update

check schedule. check schedule is configured in the General settings section of
the device's web management console. When UGMC is used,
the schedule is configured in the General settings section of a
UGMC template.

A software update policy allows you to specify an update
available for installation on all or selected managed devices. For
more details on updating software, see the LogAn Software
Updates section.

Step 2. Configure a
software update policy for
LogAn devices.

Step 3. Configure a library A library update policy allows you to select the desired library
update policy for LogAn updates for installing on managed devices. For more details on
devices libraries updates, see the Libraries Updates section.

LogAn Software Updates

From time to time, UserGate issues software updates for UserGate LogAn devices.
These updates are uploaded to the UserGate repository (https://
static.usergate.com) from where they can then be downloaded to LogAn. If a
UserGate LogAn MD is managed from Management Center, it checks automatically
for available updates on the Management Center server which acts as a repository.
The UserGate repository is used in this case by the UGMC server for obtaining new
updates.
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In some cases, the UserGate support service can suggest that certain customers
install specific updates that are unavailable for download from the repository. Such
updates should be added to UGMC by importing them from an update file.

To install updates, follow these steps:

Name Description

The updates can be uploaded from the UserGate repository or
imported manually from an update file.

To upload the updates from the repository, go to the LogAn
management - Software updates section and click Online
updates. The list of updates available for download from the
UserGate repository will be displayed. Highlight the desired
updates and click Select. The selected updates will be
uploaded to UGMC.

For manual upload, go to the LogAn management = Software
updates section, click Import update, and select the update
file. If the update file has no update name and version
specified, enter these in the corresponding fields. By clicking Sa
ve, the selected update will be uploaded to UGMC.

Step 1. Upload the updates
to the UGMC repository.

To install an update on all devices, select the update of interest
and click Approve update. Only one update can be approved

for all devices.
Step 2. Approve the update

for all or specific devices. If you need to install this update on a group of devices (e.g., for

testing), specify the managed devices from which this update
will be available in the update’s properties and set the Approve
update flag.

After an update is approved, it becomes available for
downloading for all managed devices or for a group of them. A
managed device downloads the update according to its update

Step 3. Install the update. check schedule. When downloaded, the update can be
installed centrally by the administrator from the UGMC console
or manually on a specific managed device by the device's
administrator.

An update in the UGMC repository has the following properties:

Name Description

The name of the update. Usually not editable, hard-coded in

Name the update code.
Description An arbitrary description of the update.

. The update version. Not editable, hard-coded in the update
Version

code.
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Name Description

Size The size of the update.

The LogAn release for which this update is issued. Not editable,

Release hard-coded in the update code.

Status The update’s status — for example, downloaded.

Shows the progress of downloading the update from the

Progress UserGate repository.
The update channel of the UserGate repository:
Update channel o Stable: stable software updates
« Beta: experimental updates
Changelog A link to the list of changes included in this update.
Managed Devices The list of managed devices for which this update is intended.
Added The date the update was added to the UGMC repository and
the name of the administrator who added it.
Approved The date the update was approved and the name of the

administrator who approved it.

LogAn Libraries Updates

Libraries are updatable resource databases (URL filtering categories, IPS signatures,
IP address lists, URLs, MIME types, morphological databases etc.) provided to
UserGate customers on a subscription basis. These updates are uploaded to the
UserGate repository (https://static.usergate.com) from where they can then be
downloaded to LogAn. If a LogAn MD is managed from Management Center, it
checks automatically for available updates on the Management Center server which
acts as a repository. The UserGate repository is used in this case by the UGMC
server for obtaining new updates. By default, UGMC checks for and downloads
library updates automatically.

When UGMC does not have access to the UserGate repository, you can import the
update manually from an update file you have received in your UserGate client
profile (https://my.usergate.com).

Libraries stored in the UGMC repository are available to all LogAn MDs. A managed
device downloads the update automatically according to its update check schedule.
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A library update in the UGMC repository has the following properties:

Name Description

The name of the update. Not editable, hard-coded in the

N
ame update code.

Description An arbitrary description of the update.

The mode used to download new versions. Automatically is
installed by default; in this mode, UGMC automatically checks

Download for and downloads new versions in the UserGate repository. If
Manually is selected, UserGate will not update the selected
library automatically.

Size The size of the update.

USERGATE CLIENT ENDPOINTS
MANAGEMENT

Managed UserGate Client Endpoints

A managed endpoint is a user computer running Windows with the UserGate Client
software installed (UGC). UserGate Client software is a component of the UserGate
SUMMA ecosystem allowing the administrator centrally manage the UGC managed
device fleet and obtain device state information from them, such as CPU load,
critical events that occurred on specific devices, logs for various services, logs and
notifications from antimalware products, and more. The scope of information
obtainable from the UGC managed devices will be constantly expanded.

With UserGate Client software, the administrator can flexibly configure security
policies using firewall rules that allow filtering traffic based on source/destination
addresses, users, services, URL lists and categories, applications, and content types.
Security compliance is implemented based on HIP profiles (for more details, see the
HIP profiles section).

The telemetry information, Windows logs and other endpoint security data is sent to
the UserGate LogAn event analytics system and can be used to implement
automated response to security threats.
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UserGate Client Endpoints Management (Description)

The process of centralized UGC device management can be divided into the
following steps:

1. Create a managed realm. See the Creating Managed Realms section.

2. Create one or multiple templates, each describing a distinct part of the UGC
managed device settings. For more details, see the UGC Device Templates
section.

3. Combine the relevant templates into a template group in the required order to
obtain the correct final manged UGC device configuration. For more details,
see the UGC Managed Device Template Groups section.

4. Install UserGate Client software on user computers. For more details, see the
UserGate Client Software Installation section.

5. Add a UGC MD and apply the template group to it. For more details, see the
Placing UGC Managed Devices under UGMC Management section.

6. UGC Device management from the UGMC Console. For more details, see the
UGC Device management from the UGMC Console section.

UserGate Client Working in Conjunction with UGMC

When endpoints are connected to the UGMC, the administrator can centrally
manage a large number of endpoints, flexibly configure security policies using
firewall rules, and perform endpoint compliance checks.

pesynbTtat npoBepku HIP
MOHWTOPWHT YCTPOMCTBA
YnpasneHue HacTponKaMu

/" KOHEYHOro yCTponCTBa p— ‘__
1& (f/.\) p < A :E

@ ’ —  TeneMeTpUA ——— = 0

COBBITUA ———————————# -~ -----esmm oo ’
KoHeuHoe UserGate UserGate
yCTPOUCTBO Management Center Log Analyzer

Port 4045 is used to register an endpoint device on the UGMC; devices are
registered using a pin code. After registration, the endpoint device is assigned a
unique ID to communicate with the server in the future.
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Once registered, the endpoint requests configuration from the UGMC every

10 seconds. UGMC sends to the endpoint the firewall and VPN settings, general
template settings, element libraries, HIP objects, and profiles if they are used in
firewall rules. The configuration is sent to the endpoint device if it is changed on the
UGMC.

The endpoint sends telemetry (CPU load, disk information, system uptime, etc.) to
UGMC, as well as configuration that is used for HIP validation: the information about
the system security level (status of antivirus, firewall, automatic system update,
BitLocker), the list of running processes and services, list of installed updates, and
the information about installed software. We'll discuss compliance checking in more
detail later. The configuration will only be sent in case of changes.

An additional block of information is transmitted to UGMC when the window with
information about the endpoint is opened (Realm management desktop,

Endpoints - Devices section). This block contains information about the current
time and boot time of the endpoint device (including time zone), USB devices
connected to the device, startup items, restore points, processes, services,
performance (CPU utilization, memory, disk size and type, UserGate Client status),
installed system updates and registry keys (if search was used in the respective tab).

If UserGate Log Analyzer is used: for each active LogAn server, a port in the range of
22000-22711is opened. This port receives telemetry, Windows logs and other
endpoint security data sent to LogAn in transit through UGMC. The received data
can be used to analyze and automatically respond to security threats.

HIP Checking in UGMC

UserGate it allows to check if an endpoint device complies with the security
requirements. Compliance checking is based on HIP profiles (see the respective
section of the Administrator’s Guide for details) and follows this procedure:
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KoHeuHoe ycnewHo
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The endpoint sends the following data to UGMC:
e the user information;
e the system data (version, edition, netbios name);
e the list of running processes;
e the list of running services;
« the list of installed software (name, vendor, version);
e the registry keys;
e the list of system updates;
e the startup items;
* the information about system security (antimalware, firewall, BitLocker, etc.);

e the information about system restore points.

ONote

If no HIP profile is specified, the FW rule is applied to all endpoint devices.

Only HIP profiles specified in the firewall rules as one of the filtering conditions are
used to check compliance. The check result is displayed in UGMCenter console in

the Realm Management under Endpoints = Devices. If case of success, the rule is

sent to the endpoint device.

UGC Managed Device Templates

A template is a basic component that allows you to configure all settings of a device,
such as network settings, firewall rules, content filtering rules, etc. To create a
template, go to the Endpoints - Templates section, click Add, and provide a name
and optional description for the template.

After creating a template, you can configure its settings. To do this, go to the desktop
Endpoints — configuration and select the required template in the drop-down
menu.
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Template settings are displayed in a tree view. When configuring templates, follow
these rules:

1. If the value of a setting is not defined in the template, nothing will be sent to
the UGC managed device. In this case, the default setting will be used.

2. Libraries (e.g., IP addresses, URL lists, MIME content type lists, applications, etc.)
have no predefined content in UGMC. To use libraries in filtering policies, you
need first to add items to them.

3. It is recommended to create separate templates for different settings groups
to avoid conflicts between settings when templates are combined into
template groups and to make it easier to understand the final settings that will
be applied to UGC managed device. For example, you can create separate
templates for firewall rules, content filtering rules, libraries, etc.

When creating a template, the administrator can use sections such as "General
Settings", "VPN Settings", "Network Policies", and "Libraries".

General Settings

This section defines the general UGC managed device settings:

Name Description

These are the settings that control the installation of UserGate
client software:

« Collect endpoint data: collect information on the device
(IP address, time of last connection to UGMC, user,
computer name, OS version, UGC software version, CPU
load, RAM usage, running processes and services, etc.).

Default value: Yes.

If disabled, UGMC will only obtain the following
information on the device: IP address, endpoint device
name, UGC software and Windows OS versions, current

UserGate client installation time, device boot time, CPU load, and RAM usage.

settings
Important! Disabling endpoint data collection affects

how HIP profiles work.

» Allow network access when UserGate Client stopped:
configure access to the network when the UserGate
Client software is stopped.

Default value: Yes.
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Name Description

« Allow user to disable firewall: allow the user to disable
content filtering on the device using the GUI. The options
are:

o No: users are not allowed to disable content
filtering.

o Yes: users are allowed to disable content filtering.

o By code: users are allowed to disable content
filtering on entering a code. To allow a user to
disable content filtering, you need to provide or
generate a code that the client must enter on the
device. You can also specify an expiration time for
the code.

In addition, when you allow the user to disable content
filtering, you can specify how many times or for how long
the filtering will be disabled.

Default value: Yes (filtering can be disabled for 10
minutes without entering a code).

Important! If you use a counter for the number of times
filtering can be disabled (Allowed number of shutdowns),
note that the counter is reset each time you change any
settings in the Allow user to disable firewall section.

« Allow user to uninstall UserGate Client: allow the user to
uninstall the UserGate Client software. With the By code
option, you need to provide or generate a code that the
user must enter to be able to delete the software.

Default value: Yes.

leportant!
These settings will not be applied if sync mode is not
enabled (the Sync flag). If the flag is not set, the default

value will be used.

Configure alerts:

« Show tray icon: UserGate Client will display an icon in the
taskbar notification area.

» Show notification tooltips: enable or disable sending
Notifications notifications to the device.

If notifications are disabled, the alerts will not display on
the endpoint regardless of the settings for specific alert
types (device added to/removed from quarantine,
resource blocked).
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Name Description

« Device added to quarantine message: send an alert
when a device is blocked. To configure the alert, specify
the message text and alert type. The alert will be
displayed in a pop-up window.

» Device removed from quarantine message: send an alert
when a device is unblocked. To configure the alert,
specify the message text and alert type. The alert will be
displayed in a pop-up window.

« Resource blocked message: send an alert when an
attempt to visit the URL of a resource was blocked. To
configure the alert, specify the message text and alert
type. The alert will be displayed in a pop-up window.

leportant!
These settings will not be applied if sync mode is not
enabled (the Sync flag). If the flag is not set, the default

value will be used.

Specify the LogAn server to which the device will send event
information. The LogAn server must be already registered in
UGMC.

LogAn device settings O mportant!
These settings will not be applied if sync mode is not

enabled (the Sync flag). If the flag is not set, the default

value will be used.

VPN settings

This section allows you to configure VPN security profiles that define settings such
as the pre-shared key and encryption and authentication algorithms. Multi-factor
user authentication, where a one-time TOTP code can be used as the second factor,
is also supported. The VPN settings are sent to the UserGate Client MD. The user can
select the required VPN server for connecting in the initial GUI window.

Orote
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VPN connections can only be configured for devices that run Windows OS 10 and higher.
After the connection is terminated, new connection attempts will be made over the next
40 seconds. If connection is not restored during this time, the user will be shown a VPN

server selection window.

To configure a VPN connection, provide these settings:

Name Description

Enabled Enable/disable a rule.

The name of the security profile for connecting to the VPN
server.

Name

Description Profile description.

Host name (FQDN) or the IP address of the VPN server.

Important! Please note that if you specify the VPN server

VPN address address as FQDN, there is no IP address enumeration. If the
DNS server returns several addresses, an attempt to connect to
the first address in the list will be made.

VPN protocols to create a tunnel:

¢ IPSec L2TP. Layer 2 Tunneling Protocol (L2TP) is used for
creating tunnels and the IPSec protocol for protecting
the data during transmission.

« IKEv2 with a certificate. The IKEv2 protocol is used to
create a secure channel, and certificates are used for

mutual authentication of the server and the client.
MpoTokon

Important! When generating a client certificate, you need
to specify the CN field, i.e. the ID of the certificate user.

o IKEv2 with a name and a password. IKEv2 protocol is
used to create a secure channel, and login and password
(EAP-MSCHAP v2) are used to verify the client. This
method is available only for users of the domain RADIUS
server.

IKE mode (specify when selecting the IPSecL2TP protocol): Mai
n or Aggressive.

The difference between the modes is that the aggressive mode
uses fewer packets, which allows for quicker establishment of
IKE mode connections. The aggressive mode does not transmit some
negotiation parameters and thus requires that they be
configured identically at the opposite ends of the connection.

OcHoBHoOM peXxkmM. In the main mode, the devices exchange six
messages. During the first exchange (messages 1and 2), the
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Name Description

Pre-shared key

Phase 1

Phase 2

104

encryption and authentication algorithms are negotiated. The
second exchange (messages 3 and 4) implements the Diffie-
Hellman (DH) key exchange. After the second exchange, the IKE
service on each device creates a master key to use for
authentication. The third exchange (messages 5 and 6)
authenticates the reporter and responder of the connection
(identity checking) and the information is secured using the
encryption algorithm established earlier.

ArpeccuBHbIM peXxuM. In the aggressive mode, there are 2
exchanges, 3 messages in total. In the first message, the
reporter transmits information corresponding to messages 1
and 3 of the main mode — that is, the information on
encryption and authentication algorithms as well as the DH key.
The second message, transmitted by the responder, contains
information corresponding to messages 2 and 4 of the main
mode and also authenticates the responder. The third message
authenticates the reporter and confirms the exchange.

This is a string that must match on the client and server for a
successful connection. For IPSec L2TP protocol.

In the first phase, IKE security is negotiated. The authentication
is done using a pre-shared key in the mode selected earlier.
Provide the following settings:

« Key lifetime: the time period after which the parties re-
authenticate and re-negotiate the first-phase settings.

« Dead peer detection interval: the state and availability of
the neighboring devices is checked using the Dead Peer
Detection (DPD) mechanism. DPD sends R-U-THERE
messages periodically to check if the IPsec neighbor is
available. MuHUManbHbIM MHTEpPBaN NpoBepkm: 10 cekyHa;
3HayeHue O OTKIIoHaeT NPOBEPKY.

» Max failures: the maximum number of failed discovery
requests to an IPsec neighbor after which the neighbor
will be considered unavailable.

« Diffie-Hellman groups: select the Diffie-Hellman group
that will be used for key exchange. Instead of the key
itself, certain general information is transmitted that the
DH key generation algorithm needs to create the shared
secret key. The larger the Diffie-Hellman group number,
the more bits are used to make the key secure.

« Security: the algorithms are used in their listing order. To
reorder the algorithms, drag and drop them with the
mouse or use the Up/Down buttons.
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Name Description

In the second phase, the method for securing IPsec
connections is selected. You need to specify the following:

» BpeMs »u3HM kntoya. the time period after which the
nodes must rotate the encryption key. The lifetime for
the second phase is shorter than for the first one, which
entails a more frequent key rotation.

o MaKcrManbHbIM pa3Mep AaHHbIX, WMbpPYyEMbIX OQHUM
Kno4yoM. the key lifetime can also be expressed in bytes.
Ecnu 3apaHbl 06a 3HaveHus (BpeMs >XmsHM Kitoda 1 Makc
MMasnbHbIM pasMmep AaHHbIX, WHdPYeMbIX OQHUM
KJTIIOYOM), TO CHETUMK, MEPBbIM JOCTUIHYBLUMM TUMKUTA,
3aMyCTUT Nepeco3faHmne KIYen CECCUM.

« Security: the algorithms are used in their listing order. To
reorder the algorithms, drag and drop them with the
mouse or use the Up/Down buttons.

If multi-factor authentication via one-time TOTP codes is used, the token is entered
in a separate window that appears on the endpoint device after a certificate is
selected or a login/password is entered.

Orote

The use of multi-factor authentication via one-time TOTP codes is only available for

IKEv2 connections.

ONote

For users of a domain RADIUS server, if the first initialization of a TOTP device is
performed via URL, you must additionally enable plain-text authentication (PAP) on the

Network Policy Server.

Network Policies

This section contains settings for filtering policies, such as the firewall and content
filtering policy.

Using firewall rules, the administrator can allow or deny any type of network traffic
flowing to or from the UGC device. Source/destination IP addresses, users and user
groups, services, applications, URL lists and categories, content types, HIP profiles,
and rule schedules can all be used as conditions for the rules.
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Templates can contain pre-rules and post-rules. Pre-rules always reside higher in the
rule list and therefore have higher priority than post-rules. Post-rules always reside
lower than pre-rules and therefore have lower priority. The ability to create pre- and
post-rules allows the realm administrator to define flexible security policy settings.

ol'lpune-lal-me

MpaBuna NPUMEHSIOTCS MOOYEpPEeAHO CBepXy BHWM3 B TOM MOPSIAKE, B KOTOPOM OHM
ykasaHbl B cnimcke. Only the first rule in which all conditions are matched is applied. This
means that more specific rules must be placed higher in the list than more general ones.
To change the order in which the rules will be applied, use the Up/Down and Top/
Bottom buttons or drag and drop the rules with the mouse.

OI'IpuMeanue
Yekb6oKc MHBepTMPOBaTb MEeHdeT neﬁCTBMe yciioBud Ha MNPOTUBOMOJIOXKHOE, 4HTO

COOTBETCTBYET JiormyeckoMy «HE» (oTpuuaHme).

Orote

If there are no rules created, any traffic flowing from or to the UGC managed device is
allowed.

To create a firewall rule, go to the Network policies - Firewall section, click Add,
select the rule’s position (pre or post), and provide the desired settings.

Name Description

Enabled Enables or disables the rule.
Name The name of the rule.
Description A description of the rule.

Specifies the scope of application of this rule on UGC managed
devices. The options are as follows:

« Inside perimeter: the rule will be applied if the computer
with the UGC software installed is located inside the

Apply in domain network.

« Outside perimeter: the rule will be applied if the
computer with the UGC software installed is located
outside the domain network.
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Name Description

Action

Logging

Proxy

Users

Source

Destination

Service

Applications

« Anywhere: the rule will be applied regardless of the user
computer’s location.

The action that the rule will take:

» Deny: blocks the traffic.
¢ Allow: allows the traffic.

» Redirect to proxy: if the traffic matches the rule’s
conditions, redirect it to the specified proxy. When this
action is selected, the URL lists, Categories, and Content
types settings are not available.

Sets whether triggers for this rule should be logged on the
LogAn server.

If Redirect to proxy is selected as the action, the proxy is
specified here by selecting a proxy profile. For more details on
proxy profiles, see the Proxy Profiles chapter.

Specify the LDAP users or user groups to which this firewall rule
will be applied. To specify the users, a correctly configured
LDAP connector is required. For more details, see the Users
Catalogs section.

The lists of source IP addresses for the traffic.

Important! Creating rules that simultaneously contain
conditions for filtering traffic by source address and URL/URL
category/content type is not recommended. Such rules may
not work correctly.

The list can be created in advance in the Libraries - IP
addresses section or during the configuration of the rule. For
more details on IP address lists, see the IP Addresses chapter.

The lists of destination IP addresses for the traffic.

The list can be created in advance in the Libraries = IP
addresses section or during the configuration of the rule. For
more details on IP address lists, see the IP Addresses chapter.

The service type, such as HTTP, HTTPS, or a service group.

The service or service group can be created in advance in the L
ibraries - Services or Libraries - Services groups section,
respectively, as well as during the configuration of firewall rules.
For more details on services, see the Services chapter.

List of applications to which this rule applies.
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Name Description

The application can be created in advance in the Libraries =
Applications section or during the configuration of the firewall
rule. For more details on applications, see the Applications
chapter.

The URL address lists.

The URL lists can be created in the Libraries - URL lists or in
the properties of firewall rules. For more details on working with

URL Lists URL lists, see the URL Lists chapter.

Important! When URL lists are used as conditions for traffic
filtering, the services must be specified.

UserGate URL Filtering 4.0 category lists. The administrator can
control access to categories such as pornography, malicious
websites, online casinos, gaming and entertainment websites,
social networks, and many others.

You can also add URL category groups that can be created in
the Libraries = URL categories section or during rule
configuration. For more details on categories, see the URL
Categories chapter.

URL categories

Important! When URL categories are used as conditions for
firewall rules, the services must be specified.

The content type lists. Video, audio, images, executables, and
other types of content can be controlled. Administrators can
also create custom content type groups.

They can be created in the Libraries - Content types section
or in the properties of the firewall rule. For more details on
working with MIME types, see the Content Types chapter.

Content types

Important! When content types are used as conditions for
firewall rules, the services must be specified.

The time when this rule will be active. The administrator can
add the required time period in the Time Sets section or during
Time the configuration of the rule.

Important! The schedule uses the timezone of the device with
the UserGate Client software installed.

The list of HIP profiles. The firewall rule will be applied only if

the device matches the HIP objects specified in the profile. For

more details on HIP profiles and objects, see the sections HIP
HIP profiles Profiles and HIP Objects, respectively.

Important! To filter traffic based on the results of a compliance
checking, a license for the Network access control at the host
level module is required.
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Name Description

The specific devices to which this rule will apply. If nothing is
Endpoint devices specified here, the rule will apply to all devices to which this
template is applied.

Libraries of items

This section contains website addresses, IP addresses, applications, and other items
used in the configuration of UGC managed device rules.

Services

The Services section contains a list of common services based on the TCP/IP
protocol, such as HTTP, HTTPS, FTP, and others. These services can be used in UGC
managed device rules. A predefined list of services is supplied with the product. The
administrator can add the desired items during use. To add a new service, follow
these steps:

Name Description

HaxkaTb Ha KHOMKY ﬂOGaBMTb, 0aTb CEePBMCY Ha3BaHME, BBECTU

War 1. Co3gaTtb cepBucC. .
KOMMEHTapPMM.

HaxxaTb Ha kHomky Jlo6aBuTb, BbIGpaTh M3 CriMCKa
War 2. YkazaTb NpOTOKON M | HEOOXOAMMbIM MPOTOKOS, yKa3aTb MOPTbl Ha3HAYEeHMS U,
noprT. onuMoHarnbHO, MOPTbl UCTOYHMKA. To specify a port range, you
can use a dash (-), such as 33333-33355.

IP Addresses

The IP addresses section contains the list of IP address ranges that can be used in
UGC managed device rules.

The administrator can add the desired items during use. To add a new address list,
follow these steps:

Name Description

Step 1. Create a list. :ir;;che Groups pane, click Add and give a name to the IP address
Specify the address of the server where the updatable list is
stored. For more details on updatable lists, see later in this
chapter.

Step 2. (Optional) Specify
the list update address.
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Name Description

Step 3. Add IP addresses.

In the Selected group addresses pane, click Add and enter the
addresses.

An IP address entry can be in the form of an IP address or IP
address/subnet mask (e.g., 192.168.1.5, 192.168.1.0/24).

The administrator can create custom IP address lists and manage them centrally. To
create such a list, follow these steps:

Name Description

Step 1. Create a file with the
desired IP addresses.

Step 2. Create an archive
containing this file.

Step 3. Create a version file
for the list.

Step 4. Upload the files to
a web server.

Step 5. Create an IP address
list and specify an update
URL for it.

110

Create a file named list.txt with the IP address list.

MomMecTuTb dhan B apxmB zip ¢ MMeHeM list.zip.

Create a file named version.txt and specify the list version
number inside it, such as 3. On each update of the list, the
version number must be incremented.

Upload the list.zip and version.txt files to your website so that
they can be downloaded.

On each UserGate server, create an IP address list. When
creating the list, select Updatable as the list type and enter the
address for downloading updates. UserGate will check for a
new version on your website according to the set update
download schedule. The schedule can be configured in the list
properties. The available options are:

« Disabled: update checking will not be performed for the
selected item

« Daily

o Weekly

« Monthly

e Every ... hours

e Every ... minutes

« Advanced.

With the Advanced option, a crontab-like format is used where
the date/time string consists of six space-separated fields. The
fields specify the time as follows: (minutes: 0-59) (hours: 0-23)
(days of the month: 1-31) (month: 1-12) (days of the week: 0-6,
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Name Description

where 0 is Sunday). Each of the first five fields can be defined
using:

» An asterisk (*) denotes the entire range (from the first
number to the last).

e A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

o Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

An asterisk or range spacing: used for spacing out values in
ranges. The increment is given after a slash. Examples: "2-10/2"
means "2,4,6,810" while "*/2" in the "hours" field means "every
two hours".

Applications

neMeHT 6ubnuoTekn MPUNoXKeHMs NO3BONAET CO34aTb FPYMNMbl MPUIOXKEHWM ANS
6onee ynobHOro MCrnosb3oBaHUA B NpaBuiiax GunsTpaumm ceTeBoro Tpaduka. For
example, the administrator can create an application group called "Business
applications" and place the desired applications there.

The UserGate Client software recognizes the application by its checksum, which
enables the administrator to control network access for specific applications in a
very precise and selective fashion — for example, allow only a specific application
version to access the network and block all other versions.

To add a new application group, follow these steps:

Name Description

LWar 1. Co3gaTb rpynny In the Application groups pane, click Add and give a name to
MPUIOXEHMMA. the new group.

Highlight the group just created, click Add in the Applications
War 2. Jo6aBuTb pane, and enter the name of the application and its checksum.
MPUITIOXEHMUS. The checksum for a Windows executable must be computed
using the SHA1 algorithm — e.g., using the fciv utility.

The user can export and import lists using the Export and Import buttons.
Application list entries or application listing file entries must follow the
APPLICATION_NAME HASH format.
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Proxy Profiles

This section allows you to configure proxies to which the TCP traffic matching the
rules will be redirected with the Redirect to proxy action.

Name Description

Name The proxy profile name.
Description Profile description.

The IP address of the proxy server to which the traffic will be

IP address redirected.
The port number of the proxy server to which the traffic will be
Port .
redirected.
URL Lists

The URL lists page allows you to create URL lists to be used as black and white lists in
content filtering rules.

To configure filtering using URL lists, follow these steps:

Name Description

In the URL lists pane, click Add and set:

e List name

 Description (optional)

« List type: Local or Updatable
o Case sensitivity:

o Case-sensitive: a list of case-sensitive URLs
LWar 1. Cospatb cnincok URL. . . . . o
o Case-insensitive: a list of case-insensitive URLs

Using the list of this category avoids having to
search through all spelling variants of the same
expression that differ in letter case.

o Domain: a list of domain addresses to use in DNS
filtering rules.

o Update URL if the list is updatable

Add URL entries to the new list. You can use wildcards such as

HAN nghn .
War 2. Jo6aBnTb At gt and M

HeobxoOMMble 3arnmMcH B

) o "*"any number of any characters
HOBbIM CMNCOK.

o "M start of a line
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Name Description

¢ "$" end of aline

The "?" and "#" characters cannot be used.

Step 3. Create an endpoint
firewall rule containing one See the Network Policies section.
or more lists.

If you want to block an exact address, use the "*" and "$" characters:
~http.//domain.com/exacturl$

To block an exact URL with all child directories, use the "*" character:
*http.//domain.com/exacturl/

To block a domain with all possible URLs, use this notation:
domain.com

An example of interpreting URL entries:

Example entry HTTP request processing

The entire domain along with all its URLs and 3rd level domains

are blocked, e.g.:

yahoo.com http://sport.yahoo.com

or http://mail.yahoo.com

* *
yahoo.com https://mail.yahoo.com

http://sport.yahoo.com/123
Only this address is blocked: http://mail.yahoo.com

~mail.yahoo.com$ ,
https://mail.yahoo.com

Nothing is blocked, since the last forward slash character

mail.yahoo.com/$ defines a URL, but there is no "https" or "http".

~http://finance.yahoo.com/ | Only this address is blocked:
personal-finance/$ http://finance.yahoo.com/personal-finance/

These are blocked:
~yahoo.com/12345/ http://yahoo.com/12345/whatever/
https://yahoo.com/12345/whatever/

13
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The administrator can create custom lists and distribute them centrally. To create
such a list, follow these steps:

Name Description

CospaTtb TekcToBbIM damnn list.txt co cnmckom URL B
cnenytouieM dopmare:
War 1. Cospatb ¢pann ¢ www.sitel.com/urll
HeoBXOOMMbIM CMMCKOM )
URL A www.site2.com/url2

www.siteend.com/urIN

Step 2. Create an archive . . N
. oL MoMecTuTb darn B apxmB zip ¢ MMeHeM list.zip.

containing this file.

Create a file named version.txt and specify the list version

number inside it, such as 3. On each update of the list, the

version number must be incremented.

Step 3. Create a version file
for the list.

Step 4. Upload the files to Upload the list.zip and version.txt files to your website so that
a web server. they can be downloaded.

On each UserGate server, create a URL list. When creating the
list, select Updatable as the list type and enter the address for
downloading updates. UserGate will check for a new version on
your website according to the set update download schedule.
The schedule can be configured in the list properties. The
available options are:

« Disabled: update checking will not be performed for the
selected item

« Daily

o Weekly

» Monthly
War 5. Co3gaTb CrMcok
TUMa KOHTEHTa M yKasaTb

URL onst o6HOBREHMS. e Every ... minutes

e Every ... hours

o Advanced.

With the Advanced option, a crontab-like format is used where
the date/time string consists of six space-separated fields. The
fields specify the time as follows: (minutes: 0-59) (hours: 0-23)
(days of the month: 1-31) (month: 1-12) (days of the week: 0-6,
where 0 is Sunday). Each of the first five fields can be defined
using:

o An asterisk (*) denotes the entire range (from the first
number to the last).

M4
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Name Description

e A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

o Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

An asterisk or range spacing: used for spacing out values in
ranges. The increment is given after a slash. Examples: "2-10/2"
means "2,4,6,810" while "*/2" in the "hours" field means "every
two hours".

URL Categories

dnemeHT 6MbnMoTekmn Kateropmu URL noseonseT co3natb rpynmbl KaTeropum
UserGate URL filtering ona 6onee yno6HOro Mcnosb3oBaHus B NpaBmaax
dunbTpaumm KoHTeHTa. For example, the administrator can create a category group
called "Business categories" and place the desired categories there.

To add a new category group, follow these steps:

Name Description

LWar 1. Co3pgaTtb rpynny In the URL category groups pane, click Add and give a name to

KaTeropum. the new group.

LWar 2. [lo6aBuTb Highlight the group just created, click Add in the Categories

KaTeropum. pane, and select the desired categories from the list.
Content types

Using content type filtering, you can control the video and audio content, images,
executables, and other content types.

To configure filtering by content type, follow these steps:

Name Description

In the Categories pane, click <0>Add and give a name to the
new content type list. Optionally, provide a description and
update URL for the list.

LWar 1. Co3paTb CnMcok
TUMOB KOHTEHTA.

Add the relevant content type to the list in the MIME format.
You can find descriptions of various MIME types on the Internet
Step 2. Add the relevant — for example, see this link: https://www.iana.org/assignments/

MIME types to the new list. | Media-types/media-types.xhtml.

For example, to block *doc documents, add the "application/
msword" MIME type.

15


https://www.iana.org/assignments/media-types/media-types.xhtml
https://www.iana.org/assignments/media-types/media-types.xhtml

Document version 7.1.0 build 35(2024/03/04)

Name Description

War 3. Co3paTb npasmio
dUNBTPaLLMKM KOHTEHTA,
copepallee oomH unm
HECKOJIbKO CMMCKOB.

See the Network Policies section.

The administrator can create custom content type lists and distribute them centrally.
To create such a list, follow these steps:

Name Description

War 1. Co3gatb pamn c
HEeOoBXoOMMbIMM TUMAMM CozpaTb damn list.txt co cnmMckoM TUMOB KOHTEHTa.
KOHTEHTA.

Step 2. Create an archive MomecTuTb dakn B apxmB zip ¢ uMeHeM list.zi
containing this file. P P P
Create a file named version.txt and specify the list version
number inside it, such as 3. On each update of the list, the
version number must be incremented.

Step 3. Create a version file
for the list.

Step 4. Upload the files to Upload the list.zip and version.txt files to your website so that
a web server. they can be downloaded.

On each UserGate server, create a content type list. When
creating the list, select Updatable as the list type and enter the
address for downloading updates. UserGate will check for a
new version on your website according to the set update
download schedule. The schedule can be configured in the list
properties. The available options are:

« Disabled: update checking will not be performed for the
selected item

e Daily
War 5. Co3pgaTb Crimcok * Weekly
TUNa KOHTEHTa W yKasaTb » Monthly
URL ana o6HoBneHums. « Every ... hours

e Every ... minutes

» Advanced.
With the Advanced option, a crontab-like format is used where
the date/time string consists of six space-separated fields. The

fields specify the time as follows: (minutes: 0-59) (hours: 0-23)
(days of the month: 1-31) (month: 1-12) (days of the week: 0-6,
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Name Description

where 0 is Sunday). Each of the first five fields can be defined
using:

» An asterisk (*) denotes the entire range (from the first
number to the last).

e A dash (-) denotes a number range. For example, "5-7"
means 5, 6, and 7.

o Lists: comma-separated numbers or ranges. For example,
"1,510,11" or "1-11,19-23".

An asterisk or range spacing: used for spacing out values in
ranges. The increment is given after a slash. Examples: "2-10/2"
means "2,4,6,810" while "/2" in the "hours" field means "every
two hours".

Time Sets

The Time sets section allows you to define time intervals that can later be used in
rules. The administrator can add the desired items during use. To add a new time
set, follow these steps:

Name Description

B naHenu MNpynnbl HaxaTb Ha KHOMKy [o6aBMTb, YKa3aTb
War 1. Co3patb kaneHgapb. Py y y

Ha3BaHMe KaneH4aps v ero ornmcaHme.
LWar 2. Jo6aBuTb
BPEMEHHbIE MHTEPBANbI B
KaneHgapb.

B naHenu 3neMeHTbl HaxaTb Ha KHomMKy Jlo6aBMTb 1 [OOaBUTb
nmHTepBan. Give a name to the new interval and specify the time.

UGC Managed Device Template Groups

Template groups allow multiple templates to be combined into a single configuration
that applies to a managed device. The final settings that will apply to a device are
generated by merging all settings specified in the templates of a template group
based on their location in the group. For more details on final settings, see the
Templates and Template Groups section.

To create a templates group, go to the Endpoints - Template groups section, click
Add, provide a name and optional description for the template group, and add
existing templates to it. After adding the templates, you can arrange them in the
desired order using the Up, Down, Top, and Bottom buttons to create the required
final configuration.
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Placing UGC Devices under UGMC Management

To manage devices, you need to add them to UGMC. UGC managed devices can be
added in two ways:

1. Adding one UGC managed device at a time. Suitable for companies with only a
few UGC managed devices.

2. Bulk addition of devices, suitable for companies with a larger number of
devices.

Adding Single Devices

To add a single UGC managed device, follow these steps:

Name Description

On the UGMC server, allow the Endpoints control service in the
zone interface to which the managed device is connected. The
Step 1. Enable access to UGMC server listens for UGC managed device connections at

UGMC from the UGC TCP ports 4045 and 9712.
managed device. ,
Data transfer between the UGMC server and managed devices

occurs over an encrypted data link.

Step 2. Create an entry for

L In the Endpoints = Devices section of the realm management
the UGC managed device in P I &

console, click Add and provide the desired settings.

UGMC.
In the Endpoints = Devices section of the realm management
Step 3. Display the unique console, select a record, click Show device unique code, and
code for the new device. note it. This code will need to be entered when the UGC
software is installed on a specific user device (computer).
Install the UGC software on the specific user computer
Step 4. Install the UGC (endpoint). In the setup wizard, enter the IP address of UGMC
software on the specific and the unique device code created at the previous step.
user device (computer). For more details about installing the software on devices, see

the UserGate Client Software Installation section.

When creating a UGC managed device record, provide the following settings:

Name Description

Enabled Enables the UGC managed device object.
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Name Description

Endpoint licensing: if the flag is set, then it uses one license.

If there is no license, the endpoint will not be able to connect to

the UGMC.
If the flag is removed after registering the device with UGMC,
then:
Licensed « firewall rules earlier received from the MC continue to
work;

* VPN connection with settings previously received from
the MC is available;

* The endpoint does not receive new settings from the
MC.

The name of the UGC managed device. The name can be
Name :
arbitrary.

Description The description of the UGC managed device.

The templates group whose settings should be applied to this
Template Groups UGC managed device. The settings (policies) will be applied
after synchronization with UGMC.

The synchronization mode: disabled, automatic, or manual

Sync mode
sync.

Adding Devices In Bulk

To bulk-add UGC managed devices, follow these steps:

Name Description

On the UGMC server, allow the Endpoints control service in the
zone interface to which the managed devices are connected.
Step 1. Enable access to The UGMC server listens for UGC managed device connections

UGMC from the UGC at TCP ports 4045 and 9712,
managed devices. .
Data transfer between the UGMC server and managed devices

occurs over an encrypted data link.

In the Endpoints = Endpoint codes section of the realm
management console, click Add and provide the desired
settings.

Step 2. Create a code for
the device group.

In the Endpoints - Endpoint codes section of the realm
management console, click Endpoint unique code and note the
code. This code will need to be entered when the UGC
software is installed on the device group.

Step 3. Display the unique
code for the new device
group.
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Name Description

Install the UGC software on user computers (endpoints). In the
setup wizard or Active Directory administrative template, enter
the unique device group code created at the previous step and
the IP address of the UGMC interface to which the managed

devices will be connected.
Step 4. Install the UGC

. Upon completion of the software installation, an entry is
software on user devices.

automatically created for each UGMC device in the Endpoints
- Devices section, and each device receives all settings from
the template group applied to it.

For more details about installing the software on devices, see
the UserGate Client Software Installation section.

When creating a code for a device group, provide the following settings:

Name Description

Enables this code. When disabled, the code cannot be used for
Enabled adding new devices, but all devices created earlier with the
same code will continue working.

Name The name of the code. The name can be arbitrary.
Description A description of the code.

The template group whose settings should be applied to UGC

Template Groups managed devices activated using this code. The settings

(policies) will be applied after synchronization with UGMC.

oNote

After registering an endpoint with the code, you can change the template group used
individually for each device. In case of problems, reinstallation of the UserGate Client
software and the need to re-register on the UGMC, you are required to use the
procedure for reconnecting the device (in the Endpoints - Devices section click
Reconnect device). If you re-register an endpoint with a common code, then a new
registration record for the endpoint will be created on UGMC with the device linked to
the group of templates specified in the code settings. Previous registration information

will also be saved.
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UGC Device management from the UGMC Console

A UGC managed device added to UGMC will appear in the realm management web
console in Endpoints - Devices.

In Endpoints = Devices, you can do the following with the managed devices:

* Add a new endpoint device (discussed earlier in the Placing UGC Managed
Devices Under UGMC Management section).

* Edit the endpoint device's properties, i.e., update the device name, description,
template groups applied to it, and synchronization type.

* Delete the selected endpoint device.
» Enable/disable endpoint device synchronization.
» Enable/disable all network connectivity.

* 3afaHKe YaCTOTbl CUHXPOHM3aLKMK coegmHeHu UGMC 1 ynpaensembix
ycTpomcts UGC.

» OTOBpPaxeHMe YHUKaNbHOro Kofa yCTPOMCTBa, HEOOXOAMMOro ANs
nogknoYeHns ynpasnsembix yctpomcts UGC Kk UGMC.

* Reconnect a device i.e. re-register an endpoint device in UGMC. The
connection code will be re-generated.

e Start forced synchronization.
* Display the settings applicable to this endpoint device (Preview button).

In this section, you can also view the following parameters for each endpoint device:

Name Description

Name Name of the endpoint device.
Version Version of the UserGate Client software installed on the device.

The date and time when the endpoint device was last

Last access time
connected.

The following information is displayed:

e The IP address of the endpoint device used for Internet
access.

e The NetBIOS name.

Telemetry
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Name Description

» Bpemsa nocnegHero nogknto4eHms
ynpasnsemoro yctpomctea UGC kK UGMC.

e The user whose account was used to log in.
e The computer’s name in the local network.
e The OS version installed on the endpoint device.

e The version of the UserGate Client software installed on
the device.

e The UserGate client CPU used (extent to which the
endpoint device's CPU is loaded by the client).

e The UserGate client memory used (how much RAM is
consumed by the UserGate client).

e The physical RAM usage (how much RAM is used on the
endpoint device).

e The virtual memory usage (how much virtual memory is
used on the endpoint device).

Shows detailed endpoint system information. A more in-depth
discussion of this topic will follow.

B cnyyae BO3HUMKHOBEHMS OLLUMOKM CUHXPOHMU3aLMM
KOHOUIYypaLmMm KOHEYHOMO YCTPOMCTBA JOCTYMNEH MPOCMOTP
oT4éTa (HaxaTb MoKkasaTb OTYET), B KOTOPOM OTOBPAXKEHDI
BpPEMS MOCeAHEro NoAKMOYEHNUS K YrpaBigaeMomy
YCTPOMCTBY, Ha3BaHWe Npasmsa, TN obbekTa, CTaBLLEro
NPUYUHOM COOSI CUHXPOHM3ALMM, M ONMCaHKe oLnbKK. The
sync failure does not change how firewall rules are applied to
the endpoint device when errors occur (i.e., the firewall rules
set during the last successful synchronization remain in effect);
service and process management as well as registry queries are
still available.

Endpoint device
monitoring

The template groups applied to the UGC managed devices.

Endpoints templates group | The creation of template groups was discussed earlier in the U
GC Managed Device Template Groups chapter.

The list of HIP profiles. An HIP profile will appear in the list only
if itis used in firewall rules.

A color status indication tells whether the endpoint device
matches the HIP profile:

HIP profiles « Green: the endpoint matches the profile.

e Red: the endpoint does not match the profile.

B cnyyae HECOOTBETCTBUSA K MPOCMOTPY AOCTYMNEH OTHET
(HaxkMuTe MocMOTpEeTb OTYET), CopepXaLlMit MHGOPMaLMIO O
BPEMEHM MOCNEeAHEro Noly4eHusa daHHbIX, HazBaHue Npoduns
n o6bekTa HIP, TMN M HECOOTBETCTBYIOLLMM B1IEMEHT OObeKTa.
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Name Description

For more details, see the HIP Profiles section.

The name of the UserGate Log Analyzer server to which the

LogAn devices endpoint device sends diagnostics logs and telemetry data.

The mode, date, and time of the last successful synchronization
of the endpoint device with UGMC. The mode can be one of
the following:

o Auto sync: the settings are applied to the device
automatically. A change to any setting in any template of
the template group applied to the managed device is

. propagated immediately to the device.
Last successful sync time . O
« Disabled: sync mode is disabled.

« Manual sync: in this sync mode the settings are applied
on clicking the Sync now button. This option is useful
when many template settings need to be changed and
applied to the device at once. In this case, you need to
disable synchronization, make the desired changes to the
templates, and then enable the Manual sync mode.

The Endpoint device monitoring tab is needed for monitoring the state of a UGC
managed devices. It shows the following parameters of the endpoint device:

Name Description

General information about the device (computer name, OS
type and version, UserGate Client software version, IP address,
system boot time, and the current device time in the timezone
set on the endpoint device) and about the user whose account

General was used to log in (user’s profile photo, name, and status,
account type (local or domain), phone, and email).

Important! To display complete information about domain
users, you need to connect the LDAP connector in the Manage
ment Center - User Catalogs section.

The following information is displayed:

o CPU usage, i.e. the loading on the central processor.

« Endpoint device CPU usage by the UserGate Client
process.

Performance « Endpoint device virtual memory information.
e Physical RAM information.
« Client memory used by the UserGate Client.

« Disk information: the disk size, type, and performance.
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Name Description

« UGC managed devices status, or the status of the
UserGate Client: online/offline (endpoint device
availability) or disabled (UserGate Client was disabled
from UGMC using the Disable button).

The security information for the endpoint device, namely status
of firewall, antimalware, Windows Update, and Windows
Security Center, as well as disk encryption (BitLocker)
information.

Connection security

Information about the connected USB devices:

» MpeHTUPUKaTOP YCTPOMCTBA: Napa UOAEHTUPUKATOPOB
VID/PID (Vendor ID/Product ID) 1 HOMep Bepcum

YCTPOMCTBA.
USB devices .
» HasBaHue ycTpomcTsa.
» USB knacc, Hanpumep mouse, printer.

o CepBMC: fparBepsbl, UCMONb3ytoLLMecs Ansg paboTbl C
YCTPOWCTBOM.

The list of applications configured to start automatically on

Startup items i
system login.

The list of processes running on the endpoint device.

Processes HaxxaTne KHOMKKW 3aBepLUMTb MPOLLeCC NMO3BOSIAET 3aBEPLUMTD
MNPOLECC Ha KOHEYHOM YCTPOMCTBE, Mcnonb3ysd UGMC.

The list of services running/stopped on the endpoint device.

Services By clicking Stop service/Start service, you can attempt to stop
or start a service on the UGC managed devices from UGMC.

View the registry. Available values:

e HKEY_LOCAL_MACHINE.

Registry keys o« HKEY_USERS.

You can search for registry keys. 114 3Toro He06X0AMMO
HaxxaTb HaMTh (oTob6parkaeTcsa npu HaBeLeHWn yKkasaTens
MbILLM Ha Ha3BaHMe KaTanora).

The list of software installed on the UGC managed device

Installed software . .
showing the vendor name and version number.

The list of updates installed on the UGC managed device
Installed updates showing the Microsoft KB number, product information, vendor
name, and installation date.
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Name Description

Restore points The list of available restore points and information about them.

In the UserGate Management Center web interface, you can filter the UserGate
Client MDs available to display:

» enabled or disabled endpoint devices;
* blocked or non-blocked endpoint devices;

* online (connected to UGMCQC), offline (disconnected from UGMC), or not linked
(not yet connected to UGMC) endpoint devices;

e consistent (Endpoint synchronized successfully) or inconsistent endpoint
devices (with errors detected during MD synchronization);

* meeting or not meeting the security requirements.

In addition, an advanced search mode is provided that allows you to create complex
search filters using a specialized query language.

UserGate Client Software Installation

Description

The UserGate Client software product can be installed on computers running
Windows OS 7/8/10/11. The minimum system requirements are 2GB RAM, CPU
speed of at least 2GHz, and 200MB of free disk space.

The UserGate Client software is supplied as a Windows .msi or .exe setup file that
can be installed manually or by using automation features.

To install the software manually, execute the setup file suitable for your system (32-
bit or 64-bit). During the installation, the agent setup wizard will launch and invite you
to enter the connection settings for UserGate Management Center such as the IP
address of UGMC and the device code created in the Management Center.

Orote

To postpone the connection to UserGate Management Center, click Cancel.

125



Document version 7.1.0 build 35(2024/03/04)

Orote

After the installation of the UserGate Client software, the computer will be rebooted.

This is required for the application to work correctly.

Automated software installation is performed using Microsoft Active Directory
Group Policies. [lns ny6nukaumm npunoxenusa B Active Directory TpebyeTcs msi-
darn c UHCTanNNATOPOM M afMUHUCTPATUBHBIM LWabnoH UserGateClient.adm,
KOTOPbIN MCronb3yeTcs Ansg ykasanums IP-agpeca UGMC 1 kofa KOHEeYHbIX YCTPOMUCTB,
CO3[aHHOrO B LIEHTPE yrpaBneHms.

When the installation is completed, UserGate Client receives the configuration
assigned to it in UGMC and sends the endpoint system information to the
Management Center.

The following information is available on a device:

Name Description

Endpoint system information (user, computer name, IP address
for Internet access, Windows OS version) and VPN connection
information (connection status, VPN IP address of the device,
number of bytes sent/received since the VPN connection was
established, uptime).

You can also configure the following parameters:

« Save login: stores the user login name for VPN
connection after the endpoint reboot;

« Reconnect: reconnects to the VPN server in case of a
connection failure. If the connection is lost, the user will
be shown the initial GUI window. If the reconnect option
is active, the application will make repeated attempts to
connect to the server; if the function is disabled, the
initial window with server selection will be displayed. The
window will be displayed in the center of the screen (if
the Popup in center checkbox is active) or at its last
location.

General

» Popup in center: displays the initial GUI window in the
center of the screen if the VPN connection is lost.

This section contains the following information:

» Logging level: the diagnostic detail level. The options are:
Logs o Off: oTKNIOYUTL BeeHMe XypHana AMarHOCTUKM.
o Error: XXypHanmpoBaTb TONbKO OLUMOKM.

o Warning: log only errors and warnings

126


https://static.usergate.com/tools/UsergateClient.adm

Document version 7.1.0 build 35(2024/03/04)

Name Description

Network

Policy

Advanced

o Info: log only errors, warnings, and additional
information

o Debug: provide as much detail as possible

KypHan Haxogntcsa: %ALLUSERSPROFILE%
\UserGate\UserGate
Client\var\log\usergateclient\ug_client.txt.

« Tooltips history: notification history.

» Export logs: download the diagnostics log (when done,
the directory where the diagnostics log file was saved will
open).

The following information is displayed:
» IPCONFIG: information on all network adapters and the
current TCP/IP configuration.
* ROUTING: entries from the local routing table.

* SOCKETS: the list of active connections (port type,
addresses, connection state, process ID).

YT106bI CKOMMPOBaTb MHOOPMaLMIO HaxkMuTe Copy.

Here you can view the security information for the device
(status of firewall, antimalware, Windows Update, and Windows
Security Center).

The status values indicated are as follows:

¢ Yellow: disabled

« Green: enabled

This section controls content filtering (the ability of a user to
disable content filtering according to policies configured on the
UserGate Management Center server).

HaHHble ona nogkntoverHusa K UserGate Management Center (IP-agpec v kog ons
nogkntodenms YV UGC) ykasbiBatoTcs: PROGRAMFILES%\UserGate\UserGate
Client\usergateclient\bin\endpoint_gui.

PekoMmeHpgaumm no yctaHoBke MO UserGate Client

This section describes additional managed device settings that enhance the event
audit capabilities of Microsoft Windows operating systems and make the audit more

informative.
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Orote

To be able to send endpoint logs to UserGate Log Analyzer in English, you must install
the language pack English (US); English should be available for selection as the interface

language.

OI'IpuMeanue

HaCTpOl:'iKM, npeacTtaBsieHHble B aHHOM pa3gene, HOCAT peKOMeHﬂaTeﬂbelﬁ XapakTep.

1. Install the Sysmon utility that provides in-depth information on process
creation, network connections, and changes in file creation times. Nogpo6Has
MHbOPMaLMs 1 Gann YCTaHOBKM AOCTYMHbI MO CChISKE.

2. Add a registry key to enable querying of the Sysmon log (Microsoft-Windows-
Sysmon/Operational) and sending it to the UserGate Log Analyzer server. To
add the key, use the Registry Editor application or run this command:

REG ADD "HKLM\SYSTEM\CurrentControlSet\Services\EventLog\Microsoft-
Windows-Sysmon/Operational”

1. Enable logging for all PowerShell commands and resulting output.

REG ADD
"HKLM\SOFTWARE\Policies\Microsoft\Windows\PowerShel\ScriptBlockLogging" /
v EnableScriptBlockLogging /t REG_DWORD /d 1

el'lpuneqal-me
D,nﬂ 6bICTp0F0 3anycka npHiaoXXxeHua Pep,aKTOp peecTpa MCI‘IOJ1b3yl‘:1Te co4yeTaHume

knaeuw Win+R v BBeguTe regedit.

B cny4yae BktoveHusa Yepes PegakTtop peecTpa HEOO6XOAMMO CO34aTb MEPEMEHHYIO
EnableScriptBlockLogging B kaTanore
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\PowerShell\ScriptBlockLog;
yKa3as 71N gaHHbix REG_DWORD 1 3Ha4eHne 1.

( ~

anuneqal-me
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HaHHas HacTpoMmKa BO3MOXKHa B peecTpax HKEY_LOCAL_MACHINE 7
HKEY_CURRENT_USER. with HKEY_LOCAL_MACHINE having priority  over
HKEY_CURRENT_USER.

Add a registry key to enable querying of the PowerShell log (Microsoft-Windows-
Powershell/Operational) and sending it to the UserGate Log Analyzer server:

REG ADD "HKLM\SYSTEM\CurrentControlSet\Services\EventLog\Microsoft-
Windows-Powershell/Operational”

1. Enable recording of additional details of command-line process creation
events in the security event log (this data will be added to the "4688: Process
created" process creation event). To enable the key, use the Registry Editor
application or run this command:

REG ADD
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\system\Audit\" /
v ProcessCreationincludeCmdLine_Enabled /t REG_DWORD /d 1

B cnyyae BkitoYeHUs Yepes PegakTop peecTpa Heob6XoaMMo co3faTh NepeMeHHYo
ProcessCreationincludeCmdLine_Enabled B kaTanore
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\Audit
yKa3saB TMn gaHHbix REG_DWORD 1 3HaveHue 1.

Qﬂpuneqaﬂue
[aHHasa HacTpoiKa Noaaep KMBaeTCs Ha yCTpoMcTBax ¢ Bepcuet OC He Hue Windows
Server 2012 R2 1 Windows 8.1.

Windows Log Events

UserGate Client provides the ability to display events in the Windows application log.
Logging of the following events has been added:

e starting and stopping the service (the UG0101 Service started, UG0102
Service stopped events);

e connection to MC and loss of connection (the UG0201 MC connected,
UG0202 MC connection lost events);

e connection via VPN and termination of the session, including connection
errors: server unavailability, incorrectly specified data (the UG0301 VPN
connected, UG0302 VPN disconnected events);
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receiving configuration from Management Center (the UG0401 MC rules
* propagated event).

HIP profiles

The Host Information Profile (HIP) is a way to collect and analyze information on the
level of security of a device with the UserGate Client software installed. An HIP
profile is a set of HIP objects used to check if the device meets the security
(compliance) requirements. You can use an HIP profile to configure flexible policies
for access to a network zone or application.

For devices, only those HIP profiles will be displayed which are used in firewall rules.

ONote

To verify compliance and the operation of filtering rules that use a HIP profile as a

condition, a Network access control at the host level module license is required.

When creating a profile, provide the following settings:

Name Description

Name HIP profile name.
Description (Optional) description of the HIP profile.

Select a Boolean operator (AND, OR, NAND, NOR) and HIP

. objects here.
HIP Objects _ ' . _
For more details on object creation, see the HIP Objects

section.

HIP Objects

HIP objects allow you to configure compliance criteria for endpoint devices and can
be used as conditions in security policies.

Orote

To specify certain conditions, a licensed Security Updates module is required that

enables downloading library updates.
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To add an object, provide these settings:

Name Description

Name The name of the HIP object.
Description (Optional) description of the HIP object.

The version of the operating system on the user device.

OS version When using the = and = operators, specify the full version of
Windows.
UserGate client version The version of the UserGate client software.

Endpoint security component statuses:

o Firewall;
o Antimalware;
Connection security » Automatic Update;

o Bitlocker.

Important! BitLocker is considered enabled if it is enabled on at
least one of the disks.

Conformance check of the software installed on the endpoint:

« AHTUBUpPYC. Conformance check of the antimalware
software on the user device:

o Enabled: check the software status

o Antimalware database updated: checking
database relevance (yes, no, or do not check)

o Version: the version of the software
o BeHpop: Npon3BOOUTENb M HAa3BAHWE MPOAYKTA.

« MexkceTeBoM akpaH. Conformance check of the firewall
on the device. You need to specify the following

Products parameters:

o |nstalled: check if the software is installed

o Enabled: check the software status (yes, no, or do
not check)

o Version: the version of the software
o Vendor: the device vendor and product name

« PezepBHoe konupoBaHue. Conformance check of the
backup software:

o Installed: check if the software is installed
o Version: the version of the software

© Ber,op: npom3BoAUNTESb M Ha3BaHWeE MPOLOYKTa.
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Name Description

 LLndposaHme gucka. Conformance check of disk
encryption programs installed on the endpoint:

o Installed: check if the software is installed
o Version: the version of the software
o BeHpop: Npoun3BOAUTENb U Ha3BaHWE NPOAYKTA.

« DLP. Conformance check of the data leak protection
system on the device:

o Installed: check if the software is installed

o Version: the version of the software

o BeHpop: Npoun3BOOUTENb U HAa3BAHWE MNPOAYKTA.
» Update management. Check for current updates.

o Installed: check if the software is installed

o Version: the version of the software

© Ber,op: npom3BoAUNTESb M Ha3BaHWeE MPOLOYKTa.

Processes Check the processes running on the device.
Running services Check the services running on the device.

Kntou peecTtpa Microsoft Windows - kaTasnor, B KOTOPOM
XPaHATCS HACTPOMKM U MapaMeTPbl ONepPaLMOHHOM CUCTEMBbI.

The following types of registry values are supported:

e REG_SZ: cTpoka Unicode unn ANSI ¢ HyneBbIM CUMBOJIOM
B KOHLLe.

« REG_BINARY: BOMYHble faHHble B tobon dopme.
o REG_DWORD: 32-pa3psgHoe 4ncro.

Registry keys The following registry keys can be checked:

e HKEY_LOCAL_MACHINE
« HKEY_USERS

Important! The path specification begins with a backslash (\),
such as \HKEY_LOCAL_MACHINE, followed by the full registry
path with backslash (\) used as the separator.

OnucaHKe KIoYer peecTpa Y1TamnTe B AOKYMEHTaL MK
Microsoft (https://docs.microsoft.com/ru-ru/troubleshoot/
developer/webapps/iis/general/use-registry-keys).

Check that a specific update is installed on the device. The
Installed updates Microsoft Knowledge Base (KB) article number must be
specified, e.g., KB5013624.
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Collecting and Analyzing Data from UGC Devices

LogAn aensgeTtcs npoaykTom koMnaHmn UserGate, BXOOSALWMM B COCTaB 9KOCUCTEMD
UserGate SUMMA. LogAn ycTaHaBmBaeTCd Ha OTOENIbHOM CEPBEPE, MCMOSb30BaHME
KOTOPOro no3BosngeT o6ecneymTb BblCOKYHO HAOEXHOCTb M XOPOLLYHO
MacLUTabMpyeMoCTb CUCTeMbI. LOgAN NpenocTaBngeT BO3MOXHOCTb OCYLLECTBIEHUS
cbopa 1 aHanm3a AaHHbIX C Pa3NMYHbIX YCTPOMCTB, MOHUTOPMHIa COObITUM
6e30MacHOCTM M co3faHusa oT4ETOB. For more details on LogAn, refer to the
corresponding documentation.

[lns oTnpaBkun gaHHbIX Ha cepBep LogAn, ero HeO6XOAMMO Ha3Ha4YMTb, MCMOMb3yS
WabIoH KOHEeYHbIX ycTpomcTB. To send logs and telemetry data from UG Client to
the UG LogAn server, a port from the range 22000-22711 is used that is automatically
allocated in MC for this endpoint device; the data is transferred via UGMC. The
configuration of a LogAn server for endpoint devices is done using endpoint
templates. For more details, see the General Settings section.

Using the received data, LogAn analyzes past events and monitors user activity.
Events received from UGC managed devices are recorded in the following logs:

e Endpoint events

e Endpoint rules

* Endpoint applications
e Endpoint hardware.

Ins npocMoTpa gaHHbIX ¢ ycTporncTe UGC ncnonbayeTtcs pasgen Be6-KOHCOoMM
JKypHanbl 1 oT4€TbI - XKypHanbl - KoHe4YHble YCTPOMCTBA.

The generation of these logs is discussed below in the Endpoint events, Endpoint
rules, Endpoint Application Log, and Endpoint Hardware Log sections.

Endpoint Event Log

The endpoint event log (Endpoint events) shows events received from endpoint
devices that are managed using the UserGate Client software.

ONote
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To be able to send endpoint logs to LogAn in English, you must install the language pack

English (US); English should be available for selection as the interface language.

To assist in finding the events you need, you can filter the records by various criteria,
such as date range, severity, or event type, etc.

In addition, LogAn provides an advanced search mode where you can create
complex search filters using a specialized query language whose syntax is described
later in the Advanced Search Mode section.

After configuring the desired parameters, you can save the resulting filter by clicking
Save as. The list of saved filters can be viewed in the Favorite filters tab.

The administrator can select the columns that will be logged. To do that, point the
mouse cursor at the name of any column, click the arrow that will appear to the right
of the column name, choose Columns, and select the desired parameters in the
context menu.

The endpoint events log shows the following information:

Name Description

The ID of the endpoint device or node on which the sensor is

Node .

running.
Time Event time Displayed in the timezone set in LogAn.
Endpoint/sensor The name of the computer.
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Name Description

Log level

Data

Log event source

Log category

Incident category

Computer name

Username.

Log event code

Log event ID

The event type:

o AyamT ycnexa (Audit Success): cobbiTHe XypHana
©e30MacHOCTH, KOTOPOE NMPOUCXOAMT NPU YCMELHOM
obpalleHnn K ayampyemMbiM pecypcam.

o AypuT oTkasa (Audit Failure): cobbiTme XypHana
6e30MacHOCTH, KOTOPOE MPOUCXOAMT MPU HEYCMELLIHOM
obpallleHnn K ayampyemMbiM pecypcam.

o OwmbKa (Error): cobbiTUE yKa3blBaeT Ha CyLLECTBEHHbIE
Npo6eMbl, KOTOPbIE MOTYT CTaTb MPUYMHOM NOTEPU
®YHKUMOHANBbHOCTM MM AaHHbIX.

« CBepgeHusa (Information): MHGOPMaLMOHHbIE COOBITUS,
KOTOPbIE, Kak MPaBuIo, He TPeBbYIoT BHUMaHMUA
agMUHUCTpaTopPa.

 MpepynpexaeHue (Warning): cobbITUS yKa3blBatoT Ha
npob6emsbl, KOTopble He TPebyloT HEMeAIEHHOro
McrnpaBleHuns, OAHaKO MOTYT MPUBECTU K OLLIMOKaM B
OyoyLeM.

Detailed information about the event.
The source of the logged events.

The log category that is required to classify the events. The
data is taken from Windows EventlLog. Each source can define
its own category IDs. Applicable to endpoint event log records.

The category of the incident.
The full name of the computer.

The name of the user whose account was used to log in to the
endpoint device.

The code corresponding to a specific event.

The ID of the log event that determines the primary ID of the
event.
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Name Description

The type of the log event corresponding to a specific log level:

e T: error log level
e 2: warning log level
Log event type ) )
« 3:information log level
e 4: audit success log level

 5: audit failure log level

Insertion string Contains the EventData block of the Windows event.

The type of the log file where the event is recorded:

« Application (application log file): for application and
service events.
 Security (security log file): for audit system events.
Log file « System (system log file): for device driver events.

» CustomLog: contains events logged by applications that
create a custom log. The use of a custom log allows an
application to control the log size or attach access
control lists for security purposes without affecting other
applications.

C ncnosnb3oBaHWeM KHorMkM MokasaTb MOXHO MPOCMOTPETb BbIGPaHHYIO 3anmChb
XypHana cobbITMIM KOHEYHbIX YCTPOMCTB.
Click Add to incident to add the log record to the incident information.

By clicking Export as CSV, the administrator can save the filtered log data in a .csv
file for subsequent analysis.

Endpoint Rule Log

KypHan npasun KOHEYHbIX YCTPOMCTB OTOOpaxaeT cobblTMs cpabaTblBaHUS MpPaBuI
MEXCETEBOro 3KpaHa KOHEYHbIX YCTPOMCTB, B HACTPOMKaX KOTOPbIX BKIItOYEHA
dyHKUma XXypHanmpoBaHue. The configuration of firewall rules is discussed in the
Network Policies section.

To assist in finding the events you need, you can filter the log records for firewall rule
triggers by various criteria such as the date range, rule name, etc.

In addition, UserGate LogAn provides an advanced search mode where you can
create complex search filters using a specialized query language whose syntax is
described later in the Advanced Search Mode section.
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After configuring the desired parameters, you can save the resulting filter by clicking
Save as. The list of saved filters can be viewed in the Favorite filters tab.

The administrator can select the columns that will be logged. To do that, point the
mouse cursor at the name of any column, click the arrow that will appear to the right
of the column name, choose Columns, and select the desired parameters in the

context menu.

The endpoint rule log shows the following information:

Name Description

Node

Time

Endpoint device

Action

Rule
Application

Domain

URL categories

Content type
Network protocol
Source IP

Source port

IP dest

Destination port

The endpoint device ID.

The time when the rule was triggered. Displayed in the
timezone set in LogAn.

The name of the computer.

The action to be taken when the rule is matched:

o Allow
o NAT
o Deny.

The name of the firewall rule.
The application used to access the resource.
The domain name to which the connection was established.

The website categories that apply to the destination address.
The categories will be displayed only if there are rules with the
URL categories match condition.

Displays the content type.

The transport protocol used to connect to the resource.
The source IP address for the traffic.

The port number used for connection.

The destination IP address for the traffic.

The destination port number used by the transport protocol.
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Haxas kHomnKy MokasaTb, MOXHO MPOCMOTPETb NOAPOOHYIO MHDOPMaLMIO O
BbIOPAHHOM 3aMMCK XXy pPHana rnpaeuil KOHEYHbIX YCTPOMCTB.

Click Add to incident to add the log record to the incident information.

By clicking Export as CSV, the administrator can save the filtered log data in a .csv
file for subsequent analysis.

Endpoint Application Log

The endpoint application log (Endpoint applications) shows the applications that
were run on the endpoint devices.

To assist in finding the events of interest, the records can be filtered by various
criteria.

In addition, UserGate LogAn provides an advanced search mode where you can
create complex search filters using a specialized query language whose syntax is
described later in the Advanced Search Mode section.

You can save the configured filter by clicking Save as. The saved filter will be
available in the Favorite filters tab.

The administrator can select the columns that will be logged. To do that, point the
mouse cursor at the name of any column, click the arrow that will appear to the right
of the column name, choose Columns, and select the desired parameters in the
context menu.

The endpoint application log shows the following information:

Name Description

Node The endpoint device ID.

Time The.time .when thg appli;ation was stgrted on the endpoint
device. Displayed in the timezone set in LogAn.

Endpoint device The name of the computer.

Action Application start or stop.

Hash The application hash.

Application The name of the application that was started or stopped.

Version The application version.
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Name Description

Subject The certificate owner.

Issuer The issuer of the application’s certificate.
Process ID The process ID (PID) of the application.
User The user who started the application.
Command line The command used to start the application.

Click Show to open a window with the details for the application log record.
Click Add to incident to add the log record to the incident information.

By clicking Export as CSV, the administrator can save the filtered log data in a .csv
file for subsequent analysis.

Endpoint Hardware Log

The endpoint hardware log (Endpoint hardware) shows information about devices
connected to UGC managed devices.

To assist in finding the events of interest, the records can be filtered by various
criteria.

In addition, LogAn provides an advanced search mode where you can create
complex search filters using a specialized query language whose syntax is described
later in the Advanced Search Mode section.

You can save the configured filter by clicking Save as. The saved filter will be
available in the Favorite filters tab.

The administrator can select the columns that will be logged. lnsa aToro
Heo6Xo4MMO HaBeCTU yKasaTesb MbllM Ha Ha3BaHWe Nto6oro ctonbua, Ha)xaTb Ha
NOSABMBLLYHOCS CMpaBa OT Ha3BaHMs CToNBOLa, HaxaTb Ha MOABMBLLYHOCS CrpaBa OT
Ha3BaHMA cToNbLa CTpesky, BbiopaTh CToN6Lbl 1 B MOSBUBLIEMCSH KOHTEKCTHOM
MeH!O BbibpaTb HEOBX0oOMMbIE NapaMeTpbl.

The endpoint hardware log shows the following information:

Name Description

Node The endpoint device ID.

Time The date and time when the event was logged.
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Name Description

Endpoint device The name of the endpoint device.

Action Adding or removing the device.

Device The name of the device that was added or removed.
Device ID The ID of the added or removed device.

Service The drivers used for working with the device.

HaxaTue kHomnku MNMokasaTbk NO3BOMSET OTKPbLITb OKHO C MHDOPMaLMEN O 3amnmncu
XypHana annapaTypbl KOHEYHbIX YCTPOMCTB.

Click Add to incident to add the log record to the incident information.

By clicking Export as CSV, the administrator can save the filtered log data in a .csv
file for subsequent analysis.

ADMIN

FAVORITES

Favorites (Description)

The web interface allows you to filter the displayed sections by adding them to
favorites and search for sections by their name. You can use filtering to hide unused
sections. Displaying only the favorite sections does not affect the device
functionality or configuration. To add a section to favorites, click the asterisk next to
the section name. To customize the display, use the Favorites Only switch at the
bottom of the panel.

Managed device templates of the realm management console (NGFW —>
Configuration, Endpoints —> Configuration, LogAn —> Configuration desktops) can
also display only the sections in which the settings were made.
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